CK3U "KoHTnHeHT TLS-knueHT" 2. KoMmMmeHTapuu k penusy 2.0.1482.0

CpeactBo kpuntorpacduyeckon 3awmTbl MHopMaLmm
"KoHTUHeHT TLS-knueHt"

Bepcus 2

KommeHTapum k penu3y 2.0.1482.0

JOKYMEHT coaepXuT onncaHme BO3MOXHoCTen nagenus "Cpeacrso Kpuntorpadumyeckon 3awmnTtbl MHdop-
Maunm "KoHTUHeHT TLS-knuneHT". Bepcus 2" (panee — CK3U "KOHTUHEHT TLS-knneHT", TLS-KANEHT unin
usgenue) penusa 2.0.1482.0, a Takxe 0CobeHHOCTEN N OrpaHNUYeHunii, KoTopble He06X0ANMO YUMTbIBaTb
npu ero aKkcnayaTaumu.

OrnasneHme

1. N3MEHEHMSA N HOBbIE BO3MOMHOCTM wruuesuummssanssansssnssssssssssssnsssnssssssssnssssssasnsssnssnnnssnnssnnnnnnns 2
2. OrpaHMuyeHuns Ha noaAepIKKY anmnapaTHbIX U MPOrPAMMHDBIX CPEACTB cuuurvmrersmsassnsassnsnrnnsas 3
3. OCO6GEHHOCTN PA6GOTBI M OFPAHMUEHMSA 1uuruersnrsnrsenrasmasmssmssmsssssssssssssssssssssssssssssasssnsanssassnnnns 4



CK3U "KoHTnHeHT TLS-knueHT" 2. KoMmMmeHTapuu k penusy 2.0.1482.0

1. UaMeHeHMAa U HOBblIe BO3MOXHOCTM

Hwxe npueoasTcs ceeaeHnst 06 M3MeHeHMaX N HoBbIX BO3MOXHOCTAX CK3U "KoHTUHeEHT TLS-knueHT" BEp-
cum 2 (penns 2.0.1482.0) no cpaBHeHuto ¢ cepTudunumnposaHHbiM ®CB Poccun CK3U "KOHTMHEHT TLS VPN
KnneHt" Bepcun 1.2 (penns 1.2.1).

1. Moay/nbHas apxuTekTypa, Npy KOTOPOiN peanusaums Kpuntorpaduyecknx anroputMoB BbINOSTHAETCS B
OTAE/IbHOM CTOPOHHEM MPOrpaMMHOM MoAYJIe — KpUMNTONpoBanaepe.

2. Pernctpaums cobbITUil C CaMOAOCTaTOUYHbIM TEKCTOBbIM ONMCAHUEM B XXypHase npunoxeHuin Windows
n nor-gannax.

3. TLS-KIMEHT MMEeT BO3MOXHOCTb aBTOMaTUYeCKOro o6HoBneHns MO 1 aBTOMaTUYECKO KOHDUrypaLumm
CMUCKa 3allMLLEHHbIX PeCcypCcoB.

. BoaMoxHoOCTb paboThl ¢ kntoyeBbiMM HocuTensammn JaCarta PKI, JaCarta NOCT.
= 3anyCcK TYHHEeNNPYEMbIX MPUSTOXKEHUN.
. Perncrpauma CK3U.

- HesaBHoe npokcupoBaHme.
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. O6HOBNEHHbIN NOSb30BaTENbCKMN MHTepdENC C HacTpanBaeMbIiMUK LIBETOBbIMU CXEMaMMU.
9. ABTOMaTM4YECKOE CKauMBaHWeE CMMCKa 0TO3BaHHbIX cepTudmkaToB CRL.

10. ABTO3anyck npwu ctapTe onepaunoHHon cuctembl (OC).

11. NMoaaepixka BHEWHMX Npokck ¢ Basic-, NTLM-, Kerberos-, Negotiate-ayTeHTudunkauunei.

12. B03MOXHOCTb CO3Z1aBaTb 3arnpoc Ha cepTuduKaT nosb3oBaTtens U3 TLS-knmeHTa.
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2. OrpaHmyeHMa Ha NoaAep KKy annapartHbIX U NPOorpamMmMHbIX

cpepncTs

1 | Knio4yeBoe yCTpOMNCTBO

2 | OnepaunoHHas cu-
cTemMa

3 | Kpuntonposanaep

4 | JononHuTtenbHoe MO

USB-dnew-HakonuTenu;

USB-kntoun — PyTokeH, PyTokeH Lite, PyTokeH S (Bepcusa 2.0 n 3.0), Py-
TokeH DU, JaCarta PKI, JaCarta NOCT, JaCarta PKI Flash, JaCarta NOCT
Flash, eToken PRO (Java), Esmart USB Token, Esmart USB Token OCT;
cMapT-kapTbl — PyTokeH 2UIM, PyTtokeH Lite, JaCarta PKI, JaCarta NOCT,
eToken PRO (Java), eToken PRO, Esmart, Esmart FOCT;
naeHtTndunkatopel DS1995, DS1996

Windows 10 (Bkstoyas Bbinycku Starter 1 Home Edition);
Windows 8.1;

Windows 7 SP1;

Windows Server 2012 R2 x64;

Windows Server 2016 x64;

Windows Server 2019 x64

KpunTtollpo CSP Bepcuun 4.0;
Bannpata CSP 5.0;
Kog Be3onacHoctn CSP (He Huxe Bepcun 4.0.300.0)

Beb6-6pay3ep:

Google Chrome 48 vnu Bbiwe (ana Windows 7, 8.1, 10,

Windows Server 2012, 2016, 2019);

Mozilla Firefox 46 nnu Bbiwe (ana Windows 7, 8.1, 10,

Windows Server 2012, 2016, 2019);

Internet Explorer 8, 9, 10 (ana Windows 7, Windows Server 2012, 2016,
2019);

Internet Explorer 11 (ana Windows 7, 8.1, 10, Windows Server 2012,
2016, 2019);

Microsoft Edge (ans Windows 10, Windows Server 2012, 2016,
2019)Google
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3. OcobeHHOCTM paboTbl U orpaHUYeHMnA

1. TLS-KNMEHT YHKUNOHUPYET COBMECTHO C TLS-cepBepoM Bepcuit 1.2, 2 no npoTtokony TLS (Bepcuu
1.0, 1.2), kpuntoanroputmMam NOCT P 34.10-2001, FOCT P 34.10-2012, TOCT 28147-98.

2. Npwu pabote c ceptudmkatamm no NOCT P 34.10-2001 ("Kpuntolpo CSP") 6e3 ycTaHOBJIEHHOIO
kpunTtonpoBargepa "Kpuntollpo CSP" B KauyecTBe KOYEBbIX HOCUTENENn MOryT 6biTb MCNONb30BaHbI
Tonbko PyTokeH n eToken. MNpu aToM B kKayecTBe MO ansa TokeHOB HE06X0AMMO YCTaHOBUTb PKI-KAMEHT.

3. YcTaHOBKY CTOpPOHHEro KpunrtonpoBanaepa HeobXxoAMMO BbIMNOMHATH Mepes WHcTannsumen TLS-
KnuneHTa.

4. NMepen yctaHoBkon MO "TLS-knuneHT" AOMXKHbI 6bITb yCTaHOBMEHbl nocneaHue obHosneHuss OC
Windows.

5. Mepen yctaHoBkoi MO "TLS-knueHT" HeobxoaMMo yaanuTtb Bepcuto 3.7 Kpuntonposanaepa "Koa
BesonacHoctn", ecnun oHa O6blna ycTaHoBNeHa. YApaneHue npousBOAMTCA 3anyckoMm anna
csp_uninst.exe n3 katanora yctraHoeku C:\Program Files\Security Code\Terminal Station\csp. MNMocne
yAaneHunsa Kpuntonposanaepa Heob6xoaAnMMo nepesarpy3nTb KOMNblOTEP.

6. Mpu yctaHoBke MO "TLS-knueHT" c nomowbio danna KoHTUHEHT TLS-knneHT.exe 6yayT yCTaHOB-
neHbl U TLS-knmeHT, n kpuntonpoBanaep "Koa besonacHocTn", ecnn paHee He 6bln YCTAHOBMIEH CTO-
pPOHHWMI KpunTonpoBanaep. B cnyyae HeobxoammocTtu kpuntonpoBainaep "Koa besonacHoctn"
yCTaHaB/AMBaeTCsa OTAeNbHO ¢ nomouwbio darna Kog besonacHoctn CSP.msi.

7. Echun npu yctaHoBke MO TLS-knmneHTa 6bi10 BbI6BpaHoO ncnonb3oBaHune ¢pusndyeckoro ACH, a nnathbl
MAK "Cobonb" He 6bls10 06HapyXeHO, Ha 3KpaHe noaBuTcsa coobuweHne o6 owmnbke. B 3TOM cnyyae
Heobxoammo yctaHoBuTb MO MAK "Cobonb" 1 nocne nepesarpysku 3aHOBO 3anyCTUTb NMpouecc ycTa-
HOBKMW MO TLS-knuneHTa.

8. [1ns ncnonb3oBaHWUS MNepCoOHalbHbIX KOYeBblX HocuTenen PyTokeH, JaCarta, eToken u Esmart
Heob6xo0AMMO CcKayaTb WU YCTAaHOBUTb UX ApanBepbl.

9. KpunTtonpoBaaep "Kpuntolpo CSP" no3sonseTr MMNopTMpoBaTh cepTUdUKaTbl TOSIbKO COHOCTBEH-
Horo Bbinycka. Kpuntonposangep "Kog 6e3onacHoctn CSP" no3sonseT Npou3BOAUTb MMMOPT CepTu-
duKaToB, BbINyLWEHHbIX Kak mnocpeacrtsom MO "Kog 6e3onacHoctn CSP", tak mu MO "Kpuntollpo"
(cepTtudukaTtbl, cooTBeTcTBYtOWMEe FTOCT P 34.10-2001).

10. lMpu ycTaHOBNEHHOM TyHHene B Be6-6pay3epe HE06X0AMMO 3a4aBaTh TOT e MPOTOKO, KOTOPbI
NCMonb3yeTcs Ha 3aliulileHHOM Be6-cepBepe.

11. lNocne BHECEHUS U3MeHeHUN B ¢alin hosts Heobxoamm nepesanyck MO TLS-knueHTa.
12. VmeHa pecypcoB TLS-KNMEHTa He MOryT 6bITb 3aZlaHbl KUPUIULEN.

13. Mpu ncnonb3oBaHUM UHTEpHET-6pay3epa Firefox ANs KoppeKkTHOW paboTbl B pexuMe Henpospau-
HOrO MPOKCMPOBAHUA HEOBXOAMMA €ro AOMOJIHUTEbHAA HACTpPOWKa.

14. BbinonHeHne GyHKUUI NOACUCTEMON aBTOMATMUYECKOr0 0OHOBIEHUSI U @aBTOMATUYECKOW KOHPUry-
pauuu 3allnLLIEHHbIX pecypcoB Npu coBMecTHol pabote ¢ TLS-cepeBepamn Bepcmini 1.Xx HEBO3MOXHO.

15. Mocne o6HoBNeHusa MNO TLS-knneHTa HeobxoaAuM nepesanyck TLS-knueHTa.

16. MNocne o6HOBMEHMS KpUNTONpoBaaepa HeobxoanMa nepesarpyska KOMMblOTEpPa.

17. Henb3a no6aBnaTb pecypcbl pasHbiX TUNOB C O4HOW KOMbUHaumen host port.

18. He gonyckaeTcsi NpUCYTCTBME B CUCTEME KJIHOUEBbLIX KOHTEMHEPOB C OAMHAKOBLIMM MMEHAMMU.,

19. Ecnn Ha KoMmnbloTep ycTaHoBneH kpuntonposaigep "Kpuntolpo CSP", To npoBepka CRL ocy-
wecrtenseTca cpeactsamm TLS-knnenTta u cpeacteammn "Kpuntollpo CSP". M3MeHeHne HacTpolikn npo-
Bepkn CRL cpeactBamm TLS-knmneHTa He BAUSET Ha HacTpowmku nposepku CRL B kpunTonpoBaligepe
"KpunTtollpo CSP".

20. Mo yMonyaHUIO aBTOMaTM4YecKas NpoBepKa HanMuusa akTyasbHbiX 06HOBNEHWI MO oTKIOYEHa.

21. Moaaepxusaetcsa coBMmecTuMocTb ¢ CK3W "KpunTolpo CSP" Bepcuu He Huxe 4.0.9944.0.
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22. TLS-kNWeHT noaaep>XmMBaeT paboTy TOMIbKO C K/loYaMu, CO34aHHbIMU C UCMOJSIb30BAaHMEM NapaMeTpoB
1.2.643.2.2.35.1, 1.2.643.2.2.35.2, 1.2.643.2.2.35.3, 1.2.643.2.2.36.0, 1.2.643.2.2.36.1. Onsa npo-
BEepKM BanMAHOCTU cepTuduKaTa OTKpOKMTe AManor npocMoTpa cBolcTBa cepTudwukaTa. MNepengute Ha
Bknagky "CocrtaB" u BbibepuTte nosne "MapamMeTpbl OTKPbLITOrO Ktoya". Ybeantechb, YTO BOCbMOM U AEBSTLIN
6anTbl cneBa MMerT 3HadeHne "02". Ecnn 3HaYeHMe He COBMaAaeT, co3aalTe 3anpoc Ha Apyron ceptudun-
KaT UKW NOJSy4YnTe HOBbIN cepTUdUKAT N3 BHELIHMX UCTOYHMKOB.

23. lpu HeobxoaMMOCTM (hOpMaTMPOBaHUSA KtoUeBOro KoHTenHepa KpunTtolPO B dbopmaT PKCS#15 uc-
nonb3ynte ytunuty CryptoProToPkcs15, koTopasi MoCTaBnsieTCs Ha YCTAaHOBOYHOM agucke. OnucaHue pa-
60Tbl yTUNUTHLI NpuBoauTcsa B danne Readme.txt.

24. B kauyecTBe K/O4YeBOro Hocutens "Banupata CSP" ucnonb3yeT Tonbko dnew-4yacts JaCarta.

25. Ecnu Ha koMmnbtoTepe ncnonb3yetcss UEFI ¢ BO3MOXHOCTbIO BKIOYEHUS/OTKIIOUYEHUS onuunm 6e3-
onacHoW 3arpy3ku Secure Boot, nepesn ycTtaHoBKOW TLS-KAMeHTa AaHHYO ONuUMi0o HEOH6X0AMMO OTKIIHO-
YnUTb. B NpOTMBHOM cnyyae ycTtaHoBka TLS-KAneHTa 3aBepluimTcs C OWNOKON.

26. Ecnu ceptudmkaT Nosb3oBaTesNs, BblbpaHHbIM AN NMOAKIOYEHMS MO YMOJYaHUIO, CTaHET Heael-
CTBUTENbHbIM, MPW MOMNbITKE MNOAKIOYEHUS MOSIBUTCSH COOBLLEHME O HEBO3MOXHOCTU MCMOJSIb30BaHUSA
AaHHOro ceptudumkaTa, a caMo NoAKYEHMe YCTaHOB/IEHO He 6yaeT. iMa HeBannaHOro ceptudukarta
n ero cratyc byget otobpaxaTbcsa B pasaene "YnpasneHue ceptudmkatamn" Ha Bknagke "lMonb3oBa-
Tenbckue ceptudukatbl". na yCTaHOBKU NOAKIHOYEHMS HEO6XOAMMO Bbl6paTbh HOBbLIN cepTUdUKAT No
YMON4YaHuio.

27. YkasbiBaTb B HacTpoikax cepTudurkaT nosb3oBaTens, BbIGpaHHbIN A8 NOAKMIOYEHUS MO YMOSI-
YaHWIO, peKOMeHAYeTCSa NP NOAKIIIOYEHUM K pecypcaM O4HOro cepeepa. Ecnn ncnonb3yoTcs pecypcbl oT
pa3HblX CEPBEPOB, TO AaHHas HacTpolka byaeT HeakTyasbHa.

28. C nomollbto TLS-KIMeHTa HEBO3MOXHO OCYLLECTBUTb TYHHeNnpoBaHue SMB-Tpaduka, no6aBus nopT
445,

29. Ecnn xoTs 6bl 0AWH U3 pecypcoB TLS-kIMeHTa SBNSeTCS NPOKCU, TO KOppekTHas paboTa TyHHens
yepes nopT 443 HEBO3MOXHA.

30. [o6aBnATb pecypchbl NPOKCcK Ans 06blYHOrO pecypca v nopTtasa C OANHAKOBbIM MMEHEM XOCTa U pas-
HbIMW MOPTaMU HENb3S.

31. Ecnu Ha koMmnbloTep ycTaHoBeH "KOHTUHEHT-AM" 4, To TLS-KNIMEHT Haao yCTaHaBNMBaTb B Manky Mo
YMONYaH1o. B NpOTUBHOM Cilyyae MOryT BO3HUKHYTb Npobnembl C MpoBepKOM KOHTpons uenoctHoctn (KL)
ans "KoHTnHeHT-Al".

32. YnpasneHue TLS-cepBepoM yepe3 TLS-KNMEHT MOXET Bbl3blBaTb HEKOTOPbIE TPYAHOCTU MpPU IKCMya-
Tauun. PekomeHayeTtcsa ncnonbzosatb "Kpuntolpo CSP" u Internet Explorer.

33. Ecnun nocne o6HoBneHnsa MO OC Windows TLS-KIMEHT He 3anyCcKaeTcsl U Ha dKpaHe MosiBNSeTcs coob-
weHne 06 owmnbke "B cucteMe oTOBpaXXeHMs KOHEYHbIX TOYEK HE OCTanoCb AOCTYMHbIX KOHEYHbIX To4yek",

npoBepbTe, BKItOYeHa nn cnyxba "Usonaums knodeir CNG (KeyIso)". ECnn oHa oTKAOYEHA, BKOYUTE ee C

nomoLbto Bknaakm "Cnyx6bl u npunoxeHusa" B "YnpaBneHun KomnbtoTepa" nam nepesarpysuTte KomMnbloTep.
Cnyxb6a BKIOUMTCA aBTOMaTU4ecku. Mocne 3T1oro 3anycrute TLS-KIMEHT 3aHOBO.

34. Ecnu Ha KoMMbtoTepe yCTaHOBNEHbl TLS-KAMEHT Bepcumn 2.0 1 CTOPOHHWUI KpunTonpoBangep, To npu
yctaHoBke "KoHTuHeHT-AMN" 4.1 kpuntonposangep "Kog bezonacHoctu CSP" ycTtaHoBNeH He byaeT. Hannume
OTMETKM O BO3MOXHOCTM COBMECTHOW paboTbl CO CTOPOHHMM KPMMATOMNPOBanAEpPOM B MpoLecce YCTaHOBKM
6yaeT NnponrHopupoBaHo.

KomnaHus "Kop Be3onacHocTtn"

MouToBLIN agpec: | 115127, MockBa, a/a 66
TenedoH: | 8 495 982-30-20
dakc: | 8 495 744-29-31
E-mail: | info@securitycode.ru
Web: | https://www.securitycode.ru



