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BBeaeHue

PykoBoACTBO npefgHasHayeHO Ans Nonb3oBaTenen v agMUMHUCTPaTOpPOB W3Aenus
" Cpeacrso kpunTorpaduyeckon 3awmntbl MHdpopmaummn "KoHTUHEHT TLS-knuneHT".
Bepcnsa 2" (panee — TLS-knmneHT). B HeM cogepxaTca ceBeaeHusi, Heobxoammble ans
YyCT@HOBKMW, HACTPOMKK N aKcnyaTtaummn TLS-knmeHTa.

CauTt B MHTepHeTte. MHdopmauus o npoayktax komnaHuu "Koa BesonacHoctn"
npeacraBneHa Ha cante https://www.securitycode.ru/.

Cny>x6a TexHuuyeckon noaaepXXku. CBaA3aTbCA CO CyX60M TexXHUYECKon
noagepXxku MoxHo no tenedoHy 8-800-500-30-20 man nNo 31eKTPOHHOW MouTe
support@securitycode.ru.

YuyebHble Kypcbl. OCBOMTb annapaTHble 1 NporpaMMHbIe NPoAyKTbl KoMnaHum "Kog
Be3onacHOCTM" MOXHO B aBTOPU30BaHHbIX yUYebHbIX LieHTpax. MNepeyeHb y4ebHbIX
LEeHTPOB W  ycnoBus  0oBy4vyeHUss nNpeacTaBfieHbl Ha  caliTe  KoOMMaHwuu
https://www.securitycode.ru/company/education/training-courses/.

CBs3aTbCs C npeacraBuTeneM KoOMnaHMuM no BonpocaM opraHmnsaunm 06yqum'-| MOX-
HO MO 3/1eKTPOHHOM noyTe education@securitycode.ru.
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[ maBa 1
Oowume cBegeHUs

Ha3sHaueHue u OCHOBHbIE (hyHKLUK

TLS-KAMEHT npeaHas’HadeH Ans peanvsauumn 3alueHHOoro Aoctyna yAaneHHbIX
nosib3oBarteneil K Beb-pecypcaM KoprnopaTMBHOW CETU MO KaHanam cBsA3u obLimx ce-
Teln nepeaaun faHHbIX.

TLS-KNMEHT BbINOSIHSET C/IeAyHoLUNE OCHOBHbIE (DYHKLMN:

e peannsaumsa TLS-ayTteHTudMKaumm (B TOM umcie OQHOCTOPOHHEN) Ha OCHOBe
TEXHOOMMM OTKPbITbIX Ktouen (MCnofb3ytoTcs cepTudurKaTbl OTKPbIThIX KOYen
ctaHgapta X.509 Bepcuu 3);

e noaaepxka paboTbl C KAOYEBbIMUM HOCUTENsMM, nsgaHHbiMm B "Kpuntollpo YL"
1.5n 2.0 (nocnegHunit Npu ycnosmmn akTuBauumn moayns extendedcontainer);

e yCTaHOBJIeHMe 3aluLLEeHHOoro coegnHeHmns ¢ TLS-cepsepom Ha 6ase npoTokona
HTTPS 1 06MeH AaHHbIMM C pecypcaMm KOpnopaTUBHOWN CETH;

e BO3MOXHOCTb paboThl C cepsepamu, NoaaepXxuneatowmmm npotokon TLS 1.0, 1.2;

e XpaHeHue KIK4YeBon MHhOopMaL MM B 3alLMLLEHHOM KOHTENHepe;

e npoBepka cepTUPUKATOB KIHOYEN NO CMUCKY OTO3BaHHbIX cepTudukaTos (CRL);

e  permcrpauuns cobbITUN, CBA3aHHbIX C HACTPOMKON N BYHKUMOHMpoBaHMeM TLS-
K/IMEHTa, B XXypHarne onepaumoHHon cuctemsbl (OC) Windows;

e  KOHTpPO/b LENOoCTHOCTM nporpaMMHoro obecnedenuns (MO), nepesasaemMon n xpa-
HUMOWN MHOpMaLnK;

e  BO3MOXHOCTb aBTOMaTu4yeckoro obHosneHus MO M aBTOMaTM4YeCKOM KOHOU-
rypaummn nepeyHs 3almLeHHbIX pecypcoB;

®  OYMCTKAa CECCMOHHOW, BKOYasa KpunTorpaduyeckyo, MHdopMaunm npu paspbise
coeanHeHuns.

TLS- kKNMMEeHT (QPYHKUMOHUPYET COBMECTHO C wusgenmamu " CpeacrtBo  KpUMTo-
rpagpunyeckon 3awntbl MHdpopmaummn "KoHTuHeHT TLS VPN Cepsep". Bepcusa 1.2",
" CpencrtBo KpunTorpadguyeckon 3awmTtbl MHPopMaunm "KoHTUHeHT TLS-cepsep".
Bepcns 2" (nanee — TLS-cepBep).

TLS-KAMEHT MCnonb3yeTcs Ans Kpuntorpaduyeckon sawmTbl MHGOpMaLMM, He Co-
AepxXallen cBeleHni, COCTaBNAIoWMNX FOCYAApPCTBEHHYIO TalHY.
TLS-KNMeHT peanusyeTcs B ABYX MCMOSIHEHUSAX:

e ucnonHeHue 1 coorBetcrByeT TpeboBaHnsaMm O®CB Poccuun K KpunTorpadpmnyeckmm
cpeacream knacca KC1;

e ucCrnosiIHeHue 2 cooTBeTcTBYeT TpeboBaHnsaM ®CBb Poccuun K KpunTorpadpunyeckmm
cpeactBaM knacca KC2, paboTaeT coBMeCTHO ¢ ceptuduumpoBaHHbiM ®CB Poccnu
annapaTHO- MPOrpaMMHbIM  MOAYyNEM [OBEepeHHOW 3arpy3ku "lporpamMmHo-
annapaTtHbli koMmnnekc "Cobonb" (aanee — MAK "Cobonb").

TLS-KNMEHT yCTaHaBAIMBAETCHA Ha KOMMNbIOTEPLI, YAOBAETBOPAOLWMNE CNeayowmnM cun-
CTEMHbIM TpeboBaHMNAM:

SneMeHT Tpe6oBaHue

OnepauuoHHasa cucrema e Windows 10 (Bkntoyas Bbinycku Starter n Home Edition);
(BONXHbI 6bITb YCTAHOB/EHbI e Windows 8.1;

BCE O6HOB/IEHNSA CUCTEMDI) e Windows 7 SP1;

e Windows Server 2012 R2 x64;
e Windows Server 2016 x64;
e Windows Server 2019 x64

Mpoueccop. B cootBeTcTBUM C TpeboBaHusMn OC, yCTaHOBIEHHOM Ha
OnepaTuBHas NaMATb KOMMNbIOTEP
CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 5
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SneMeHT Tpe6oBaHue

XecTkuii guck 150 M6awnTt
(cBobogHOe MecTo)

MopTbi 1 x USB 2.0 — anst ucnonb3oBaHus USB-dnew-Hakonutens;

(cBobogHbIE) 1 x cnot PCI-E — pang yctaHoBku nnatel MNAK "Cobonb" (ansa
NCNONHEHUS 2)

Mpusop Mpwusog DVD/CD-ROM

AononHutTenbHoe MAK "Cobonb"

ob6opyaosaHue

(ans ucnonHerusa 2)

AononHurtenbHoe NO Be6-6paysep:

e Google Chrome 48 vnu Bbiwe (ans Windows 7, 8.1, 10,
Windows Server 2012, 2016, 2019);

e Mozilla Firefox 46 nnu Bbiwe (ans Windows 7, 8.1, 10,
Windows Server 2012, 2016, 2019);

e Internet Explorer 8, 9, 10 (ana Windows 7, Windows
Server 2012, 2016, 2019);

e Internet Explorer 11 (ans Windows 7, 8.1, 10, Windows
Server 2012, 2016, 2019);

e Microsoft Edge (ans Windows 10, Windows Server
2012, 2016, 2019)

MpuHUMNbI PYHKUMOHUPOBAHUA

TLS-knneHT npeacraenset cobon ycraHaBIMBaeMOe Ha KOMMbIOTEP Mofnb30oBaTens
MO, B3anmogernicTeytowee ¢ TLS-cepsepoM.

Ona nogkntoyeHms K 3awmuiaeMbiM Beb-pecypcaMm KOprnopaTMBHOM CeTU yAaneHHbIN
nonb3oBaTesnb AO/HKEH B aapecHo cTpoke Beb-6pay3epa BBecTn nMsa Beb-pecypca. Mo
yKa3aHHOMY MMeHun TLS-kaneHT nocbinaet TLS-cepsepy 3anpoc Ha co3haHune 3alm-
LLLEHHOro CoeanHeHuns.

Ha ocHoBaHWW npuHATOro 3arnpoca TLS-cepBep 3anyckaeT rnpouenypy ayTeHTu-
dukaunm knmeHT—-cepsep. AyTeHTUdMKaumMa NpoBOANTCA Ha OCHOBe cepTuduKaToB
OTKPbITbIX K/IHOYEN.

Mocne ycnewHoOro 3aBeplieHns npoueaypbl ayTeHTUdUKaLnumM BbIMOSHAETCS re-
Hepaums CeaHCcoBOro KJw4a, n Mexay TLS-knmeHToOM M TLS- cepBep oM ycTa-
HaB/MBAETCA 3alluuleHHOoe coeauHeHue no npotokony TLS. Hdanee TLS-cepsep
HanpasnseT 3anpoc TLS-kAneHTa No ykasaHHOMY Mosib30oBaTenemM agpecy Beb-pe-
Ccypca B 3alimuiaemMyto cetb. [MonyyeHHbIN OT Beb-cepBepa oTBeT Ha 3anpoc TLS-cep-
Bep Bo3BpawaeT TLS-kNneHTy B paMKax 3alinLLeHHOro coeanHeHns.

TLS-knueHT noanep>xusaeT paboTy B pexnme eanHoro sexoaa —Single Sign On (SSO) ¢
nomowbio npotokosoB NTLM un Negotiate. AyteHTUdUKaUNOHHbIE AAHHbIE, BBe-
AeHHble nosib30BaTesieM Npu BXoAe B CUCTEMY, He TpebytoT MOBTOPHOro BBOAA Mpw
nepexoje C pecypca Ha pecypc Ha NpoTsaxeHun pabouen ceccum.

B cnyyae HeBbINONHEHMSA NO KaKMM-NnM60 npuymHam TpeboBaHMin, NpeabsBAseMblX K
ayTeHTudunkaumm TLS-knneHTa n TLS-cepBepa, 3alUMLLEHHOE COEAMHEHNE He yCTa-
HaBNMBaETCs M AOCTYN Nnosnb3oBaTens K Beb-pecypcy 6nokmpyertcs.

TLS-KIMeHT Takxe MoXeT popMmpoBaTh 6e30nacHbIi TYHHENb Ha OCHOBE MPOTOKONa
TLS (nanee — TLS-TyHHenb) no anroputmam FOCT 28147-89, TOCT P 34.12-2015
Ans obMeHa AaHHbIMU Kakoro-nnbo NpunoxXeHmnsa nonb3osaTens C 3aluuiaeMblM Beb-
pecypcom KoprnopaTmBHol ceTu. MNpu 3ToM obecneunBaeTcs KpunTtorpaduyeckas aBy-
CTOPOHHASA ayTeHTudunKaunsa oTnpasuTens M agpecata, KOHTPOSb LENOCTHOCTU W
WM dpoBaHMSA AAHHbBIX NHPOPMALMOHHOIro obMeHa.

Ceptudukarbl OTKPbITbIX KINOYen

[nsa pabotbl TLS-knneHTa TpebytoTcs cneaytowme ceptndukaTbl:
e cepTndwmkar nlgaTens;
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MoscHeHme. CepTudmkat n3gatenss — 370 KOPHEBOI CepTUMKAT YAOCTOBEPSAIOLLErO LIEHTPA, U3-
AaBLero ceptndmkaTTLS-cepeepa.

e cepTudukaT nonb3oBaTens;
e ceptndwmkar TLS-cepsepa.

MoanepxuneaeTtcs pabota c knoyammn opmatoB PKCS#15, c ceptndpmkaramm X.509v3
¢dopmaTtos DER 1 PEM.

MpenycmoTpeHa nposepka ceptndunkatoB TLS-cepBepa NoO CNUCKY OTO3BAHHbIX cep-
TudunkaTos. Npu HaNMUMM NPSMOro AOCTyna KOMMbTEPa K YAOCTOBEPSAIOLWEMY LIEH-
Tpy 3arpy3ka CRL no npotokony HTTP ocyuwecreBnserca asToMaTvyecku. [pu
oTcyTcTBMM npamoro goctyna CRL AO/MKHbI 3arpyxaTbCs Mnofib3oBaTefnieM nocpes-
creoM MO TLS-knneHTa B XpaHunuule ceptuduikaros OC Windows.

KoHTponb LenocTtHocTH

OyHKUMa KoHTponsa uenoctHoctn (KL) npeaHasHauyeHa Anst CEXEHUs 3a Hens-
MEeHHOCTbI0 cogepxmmoro MO TLS-kAMeHTa, BbINOAHSAETCS C MOMOLWbIO YTUAAUTDI
"KoHTponb uenocrtHoctn" (YKL,), Bxoasuwen B aucrpnbytmns TLS-kNneHTa.

KoHTponupytoTca dannbl u katanoru auctpnbytmea wnm ycraHosneHHoro MO TLS-
KNneHTa, a Takxe dannsl OC Windows.

B nepsom cnyyae YKL BbinonHsiet KU aTtanoHHoro MO nyTeM BblYMCIEHUS KOHT-
ponbHbix cyMM (KC) dainoB, coaepXalimxcs Ha ANCKe U3 KOMMeKkTa nocrtaBku TLS-
KNMEHTa, N CPaBHEHWS MNOSTYyYEHHbIX 3Ha4YE€HUIM CO 3HAYEHUSMU, XPaHALWMMNCA B Crie-
unanbHoM darine anctpmbytmea TLS-kAMeHTa. DTU 3HaYeHUa TakxXe NpuBeneHbl B
dopmynsipe TLS-knueHTa.

Bo BTOpOM crlyyae BbIMOMHAETCA CpaBHEHME TeKyLWMX 3Ha4YeHuin KC KOHTponnpyemblX
hbannoB M 3TANOHHbIX 3HAYEHW I, PaCCYUTAHHbIX B X04€e YCTaHOBKN TLS-knneHTa. Bbi-
nosHeHMe npoueaypbl nepecyeTa 3TaZ0HHbIX 3HAaYEHUI AOCTYMHO MOJSb30BaTENO C
npasamun agMmHucrpatopa OC Windows.

Cnucok dannos TLS-kMeHTa, noanexalumx KOHTposo, 1 3HadeHus KC ans kaxaoro
M3 HUX XpaHATCA B KOHMUrypaunmoHHoM danne. KoHduUrypaumoHHsii gann dop-
MUpPYeTCS NPy YCTaHOBKE MHCTa/NSLMOHHOIO NakeTa.

KL yctaHoBneHHoro MO ocywecTenseTcsa B Hayane pabotol TLS-knMeHTa u B Xoae pe-
rNamMeHTHbIX MPOBEPOK C MEpUOANYHOCTbIO, 3a4aHHON B HacTporikax YKL. Hactpoika
napameTpos KL, paspellieHa ToNbKO Mosib30BaTensM ¢ npasamm agMmHuctpatopa OC
Windows (cM. cTp. 43).

Ecin B xoge nposeaeHus KL B Hauane paboTbl 6yAeT obHapyXeHo HapylueHue
LenocTHoctn dainos, ownbka, To TLS-KAMEHT He ByAeT 3anylleH, a Nosb3oBaTesb
NoyYnT MHMOPMALMOHHOE COOBLLIEHWNE O HapYLLIEHMUW LLENIOCTHOCTU.

Ecnn B xoge npoBeaeHus periaMeHTHOW nNpoBepku byaeT obHapyXeHO HapyleHue
LLeNIoCTHOCTU M Npu 3TOM NpunoxeHue TLS-knneHTa 6yaet akTMBHO, TO:

e paboume ceccum C 3alLULLLEHHBIMK pecypcamMm 6yayT MPOAO/KATLCS;
e CO3[aHMe HOBbIX 3aliULLEHHbIX ceccnii byaeT 3abnokMpoBaHo;

e 3HAYOK MPpUNIOXEeHUS Ha NaHenu 3agady OC Windows 6yaeTt OOMosiHEH npeay-
MpexaatoLlwmM 3/IEMEHTOM;

e Monb3oBaTenb MNOAYYNT UHGPOPMALMOHHOE COOBLLEHME O HApyLIEHWUW LIeNoCT-
HOCTW C OAHOBPEMEHHbIM MpPeaIoXXeHMEM BOCCTaHOBUTb LIeNIOCTHOCTb 0.

B cnyyae obHapy>XeHNs HapyLeHns LEesIoCTHOCTM Npu HeakTUBHOM 10 TLS-knMeHTa
6yneT caenaHa COOTBETCTBYOLLASA 3aNnCb B XXYypHane cobbiTuii.

Mpy HapyweHWU LEeNoCTHOCTU Monb3oBaTento 6yAeT nokasbiBaTbCs COO6LIEHME O
Heo6X0AMMOCTU ee BOCCTaHOB/EHUS:

e Npu KaxaoMm 3anycke TLS-kIneHTa;

e KaXJOW MOMbITKE YCTAHOB/IEHUS CECCUM C 3aLUMLLEHHBIM pecypcoM (ecnu Ha-
pYLWeHMe LEeNOCTHOCTU OB6HApYXXEeHO B XOAe PerfiaMeHTHOro KOHTPONs LenocT-
HOCTW MPU HAJIMUMMN aKTUBHbIX CECCUIA C 3aLLULLEHHbBIMU pecypcamm).
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CobbiTns, cBaAs3aHHble ¢ KU, permncrpupytotcs B XypHane cobeitnii OC Windows
(cM. cTp. 50).

B coctraB YKL, BkaoueHa onuuns "KoHTposnb YCTaHOBMIEHHOrO MporpaMMHoro obec-
neveHuns". OHa cobupaeT MHbOpMaLMIO 0O HANNMUYMKN Ha KOMNbloTepe nosb3osaTtens MO
COrnacHo 3aAaHHbIM KpuTepuaMm. Mo yMonyaHuio onums oTKAoYeHa. BknoyeHmne npo-
BEPKM U onpeaefnieHne ee KpUTepues AOCTYMHO TOMbKO MOMb30BaTENO C MpaBaMu
aaMumHuctpatopa OC Windows. B ciyyae HenpoxoXAeHWUs MpoBEpPKN MoaKtoyYeHNE
TLS-knueHTa K TLS-cepBepy 3anpellaeTcs.

Ha3sHaueHue Kn4yeBbIX HOCUTENEN

MepcoHanbHbIA K/IOYEBON HOCUTESb, BblAABAEMbIA MONb30BATENO aAMUHUCTPa-

TOPOM, MpefHasHauyeH A1 XpaHeHWUs Ka4veBon MHdbopMauuu: KOHTenHepa C 3a-

KPbITbIM K/IOYOM WM Mapons K Hemy. Takxe Ha K/I4YeBOM HocuTene MoryT 6biTb

nepefaHbl ceptudukaT Nonb3oBaTens U yAOCTOBEPSIOWMA ero KOpHEBOW CcepTu-

dukar.

Heobxoammo y4yecTb:

e paboumnx KIKYEBbIX HOCUTENIEN OAHOBPEMEHHO MOXeT 6biTb 60/bLLEe O4HOTO;

e Ha OOHOM KJIIOYEBOM HOCUTENe MOryT ObiTb 3anucaHbl KA4YM Ans pasHbiX
cepBepoB.

B kayecTBe KJHOYEBbIX HOCUTENEN MOryT MCMNOMb30BaTbCA anmnapaTHble HOCUTEeNu

crneayowmx TMNoB:

e USB-dnew-Hakonutenu;

e USB-kntoun — PyTokeH, PyTokeH Lite, PytokeH S (Bepcun 2.0 u 3.0), PyTokeH
2UM, JaCarta PKI, JaCarta TOCT, JaCarta PKI Flash, JaCarta N'OCT Flash, eToken
PRO (Java), Esmart USB Token, Esmart USB Token I"OCT;

e cMapT-kapTbl — PyTokeH 3UIM, PyTtokeH Lite, JaCarta PKI, JaCarta FOCT, eToken
PRO (Java), Esmart, Esmart FOCT;

e unpgeHTUdukaTopbl DS1995, DS1996.

Mpumeyanue. [ins ucnonsb3oBaHus annapaTHbIX HocuTeNel TpebyeTes ycTaHOBKa WX ApaiiBepoB U CO-
nytcreytowero 10 (cm. cTp. 11).

Mocne npeabsaBieHnd Kno4eBoro HoCcUTeNAa CHUTaHHbIE KoY U CepTl/ICbVI KaTbl COXpa-
HAKTCA B NaMATU NpOrpamMmbl. |_|pI/I OTCYTCTBUUN CEKPETHOro Kj4ya B nNaMAaATu npor-
paMMbl Npy ABYCTOPOHHEN ayTeHTUdUKaLMmM OH 3anpaLllMBaeTCs C BbIBOAOM Ha 3KpaH
COOTBETCTBYOLEro COobLeHuns.

Monb3oBaTenlb MOXET OTKa3aTbCA OT UYTEHUS KJIHYEeBOro KOHTEVIHepa npu Asy-
CTOpOHHEﬁ aYTEHTMCbVIKaLI,MM. B 5TOM cnyyae coeanHeHue C 3alumLLLaeMbIiM CeEpBEPOM
HE YyCTaHaB/IMBAETCA.

Ayaut
MNoa ayantom (c60poM AMarHOCTMYECKOM MHGOpMauMmM) nogpasyMeBaeTcs KOHTPOsb
cocTosiHMA paboTocnocobHocTM TLS-knneHTa. AyanuT npom3BoANTCS C MOMOLLBbIO YTU-
nntel "C6op amarHocrtmyeckor wuHdbopmauun", Bxoaswen B anctpmbytms TLS-
kKnneHTa. OueHka pyHKUMOHMpoBaHMS MO ocyLecTBNsSeTCS NOCPeaCTBOM aHanm3a
npousoLweawnx cobbiTU, 3aperncTpupoBaHHbIX B X04e ayauTa.
B pamkax ayauTa UCrnosb3yrTCs ABa TUMa PECcypcoB, XPaHALWMXCA OKaNbHO Ha TLS-
KNneHTe:
® CUCTEMHbIW XypHan;
e nor-cdannbl (AOCTYNEH X 3KCMOpT).
B cucreMHOM XypHane xpaHaTcs cobbiTvs OT y310B ceTu, cnyx6b TLS-knmneHTa, a Tak-
e nobble gpyrve cucrtemHble cobbiTus, yAOBNETBOpAOLWME MUHUMalbHBLIM Tpebo-
BaHMAM K XpaHEHUIO NX B XXYpHarne.
JNor-dannel cogepxat 6onee NonHy0 nHpopMaumio. AyanT 3Toro Tuna BeaeTcs To/b-
KO MNPV BKIKOYEHHOM pacllMpPeHHOM JIOrMpPOBaHMM B HacTporikax TLS-knneHTa (no-
ApobHee cM. cTp. 39).

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 8

PyKOBOACTBO MO 3KCMJlyaTaLuum
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[[naBa 2
YcTaHOBKa, yaarneHue, BOCCTaHOBJIeHUe U
OOHOBreHue nporpaMmMHoOro obecneyeHus

YcTtaHoBKa nporpammHoro obecneyeHmsa TLS-knueHTa

Monb3oBaTensb, ycraHaBamBawwmii MO TLS-knneHTa, AomkeH obnagaTb npaBaMu
aAMMHUCTPaTOpa KOMMbOTEpa — BXOAMTb B IOKANbHYIO rpynny agMMHUCTPaToOpPOB.

BHumanwme! o Havana nHctannsumm MO TLS-knneHTa AOmKHbI ObITb YCTaHOBNEHbI NOCNEAHUE 0OHOB-
neHust OC Windows. WHaue B npouecce yctaHoBkM TLS-knueHTa nosiBuTCst coobleHne 06 owmbke u
WHCTannsums bygeT npepeaHa.

B npouecce ycraHoBku MO MHCTaNAATOp aHaNM3MpyeT YCTaHOBMIEHHbIE NPOrpaMMHble
KOMMOHEHTbI 1 Npu HEO6X0AMMOCTU COOBLLAET 0 HedocTatolleM MO.

Ons ynobcrea paboThl ¢ TLS-KIMeHTOM agMMHUCTpaTop 6e30nacHoCTy Bawen KoMna-
HUM MOXeT MpefocTaBuMTb BaM ¢alin ¢ HacTporkamm pabotbl MO (HacTpoeuHbll
darin). CoxpaHuTe ¢arin Ha CBOEM JIOKaslbHOM KOMMbOTEPE U BO BpeMs npoueaypbl
ycTaHoBkM MO yKaXnTe nyTb K HEMY.

BHumaHue! KopHeBoil u cepBepHblil cepTudmkaThl, a Takxe CepTUcukaT nomnb3oBaTens He WUM-
NOPTUPYIOTCS C MOMOLLbIO HACTPOEYHOrO haina. Mx Hago yctaHaBnMBaTh OTAENBHO.

B xopne ycraHOBKM Takxe 6yaeT ycraHoBneHo nam obHosneHo MO kpuntonpoBangepa
"Kopn BesonacHoctm CSP".

TLS-knneHT noaaep>xnsaeT paboTy CO CTOPOHHMMWU KpUNTONpoBanaepamMm npu cobnto-
OEHNN HEKOTOPbIX YC/TIOBUI

e CTOPOHHWW KpUNTOMpoBanAep AO/MKeH 6biTb YCTAHOBMEH Nepes WMHCTannsumen
TLS-kNneHTa;

e 1S YCTAHOBKM KpUNTONpoBanaepa Ao/HkHa 6biTb BbibpaHa BEpCMS Ha TOM Xe 5i3bl-
Ke, Ha KOTOpoM bypeT ycraHoBneH TLS-kmMeHT (B HacTosee BpeMs AOCTYMHa
TOJIbKO pycckos3blYHas sepcus MO).

Ecnn nnaHupyeTca wmcnonb3oBaTbh MCKAYUTENBHO KpunTonposangep "Koa be-

3onacHoctu CSP", ybepute OTMETKY O BO3MOXHOCTU COBMECTHOM paboTbl CO CTO-

POHHMM KpMNTONpoBanaepoM (yCTaHOBMIEHA NO YMOYAHUIO, CM. PUCYHOK HUXKE ).

BHumaHme! Ecnin Ha komnbtoTepe ycTaHoBneHa ctapas sepeus "Kog besonacHoctu CSP", ynanute ee
nepes Havyanom yctaHoBku TLS-knueHTa.

Ecnn nocne ycraHosku TLS-knueHTa CTOPOHHUIA kKpunTonpoBaiiaep byneT yaaneH, HeoOX0AMMO 3aHOBO
ycraHoBuTb "Kog BesonacHoct CSP" ¢ noOMOLbO OAHOMMEHHO YTUAMTBI, BXOLAALLEN B COCTaB AMUC-
Tpnbytnea TLS-knneHTa.

Ana ycranoBku MO:
1. [nsa yctaHoBKkW TLS-KAMEHTa NoMecTuTe YCTaHOBOYHbIM KOMMNaKT-ANCK B MPUBOA,
. @
DVD/CD-ROM u 3anyctuTe Ha ucrnonHeHue dann “% KoHTUHEHT TLS-kneHT.exe.

Ha sakpaHe NosiBUTCS OKHO YCTaHOBKU TLS-KIneHTa C TEKCTOM NMULEH3NOHHOIO CO-
rnaweHuns.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 9
PykoBOACTBO NO 3KCniyatauum
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MpumeyaHue. Ecnv HeobxoaMMO UCKNKOUMTL COBMECTHYHO paboTy "Koa besonacHoctn CSP" ¢ apy-
UMW KpUnTOnpoBaliaepamm, BoIOpaTh KaTanor ycTaHoBKM hainoB NporpamMmbl, OTIINYHbIA OT Bbl-
fopa no ymomyaHuto, BBECTU JMLIEH3MOHHbLIA KMKOY AN PaCLUMPEHHON MOLAEPXKKM KIOYEBbIX
KOHTEeNHepOB, BbIBpaThb hranyecknit aaTumk cryyaiHbix yucen MNAK "Cobonb" unu ykasatb agpec pac-
MONOXEHNS1 HaCTPOEYHOro (paitna, Haxmute KHOMKy "HacTponkn" u criegyite WHCTPYKUMSM, no-
SBNAOLLMMCS Ha SKpaHe.

5 CK3W "Komrument TLS-xanent” —_ b
i@& KOHTWMHeHT TLS-knneHT

[lapameTpbl ycTaHOBKM

Pacnonoswenne:

[cap regram Files\Security Code O6zop

] Wenontsoears duznueckni JCY (MAK “"Cobone”)

v Ycranaenueats “Kog besonacHoctn CS5P COBMECTHO CO CTOPOHHMM
KpunTonpoeaiiaepom

BBEAHTE ﬂMuEHJHDHHbIﬁ KKy Ana pacmupeunoﬁ NOAAEPXHEN KNHYERDIX KDHTEﬁHEFICIB:

Pacnoncxerue daiina mactpoex:
[ |

MpumennTs Hazag

2. [1poyTuTE NNLEH3NOHHOE CornalleHne u, eciv Bbl MPUHMUMAETe ero ycioBus, no-
CTaBbTe OTMETKY B none " npMHMMalo yCnoBMS IMLEH3NMOHHOMO cornaweHnsa”, 3a-
TeM HaXMuTe KHomnky "Janee".

MpumeyaHue. B cnyyae nosiBneHus okHa cuctemsl esonacHoctn OC Windows 0 noaTeepxaeHm
ycranoku MO HaxmuTe kHonky "[a" nn "YcraHoBuTb".

MacTep yCTaHOBKW BbIMOHUT ANArHOCTUKY CUCTEMbI M HAUHET ycTaHoBKy MO. MNo-
Cfe YCrneuwHoro 3aBeplleHns YCTaHOBKIN MPorpaMMbl Ha SKpaHe MnosiBuTca coob-
LLleHMe 0 HeOobX0AMMOCTHM Nepesarpy3Kn KOMMboTepa.

3. HaxmunTe KHonky "lMNepe3arpy3nTb" B OKHe coobLieHmns.
HauHeTcs nepesarpyska KOMNbloTepa.

Mocne ycraHoBkn TLS-knmneHTa Ha pabouem crtone OC Windows nosiBUTCA 3HAYOK
3anycka rpadunyeckoro npunoxeHmsa TLS-knmeHTa, a B rinaBHoMm MeHto OC Windows
nosiBuTcs pasgen "Kog besonacHoctun”.

B 5TOM pasgene AOCTYNHbI cneayoLwmne npunoxeHus:

HasBaHue OnucaHue

BoccraHoBneHue BocctaHoBneHue MO TLS-knuneHTa 3 anctpmbyrtmea
TLS-knuneHTa

BoccraHoBneHue BoccTtaHoBneHne kpuntonposaraepa "Koa besonacHocTtu
"Kop Be3zonacHoctu CSP" CSP" n3 guctpmbyrtuBa

Koa BesonacHoctn CSP 3anyck kpunTtonposavgepa "Koa besonacHocTtn CSP"
KOHTUMHEHT TLS-KnuneHT 3anyck MO TLS-knueHTa

KOHTpOnb LLenocTHOCTHN KOHTpOMb LenocTHOCTM ANCTpnbYTMBA M YCTAHOBIEHHOIO
TLS-knmeHTa Ha koMmnbtoTepe MO TLS-knumeHTa

Peruncrpauus Pernctpaumns NO "TLS-knneHT" Ha cepBepe perncrpaunm
TLS-knueHTa komnanuu "Koa BesonacHoctu"

C60p AMarHocTn4yeckoun DKCMNOpT OTYeTa 0 COCTosSAHMM paboTtocnocobHocTn TLS-
nHdopmaumnm TLS-knmeHTa K/IMeHTa

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 1 0
PykoBOACTBO NO 3KCniyatauum
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YctaHoBka gononHutenbHoro NO

Echn npegnonaraetca wucnonb3oBatb CK3U "KoHTuUHeHT TLS- kaneHT" C nep-
COHaNbHbIMW KJTHOYEBLIMU HOCUTENSAMU, HEO6X0AMMO BbIMOAHUTL YCTAHOBKY AOMOMHM-
TenbHoro MO.

AnAa yCTaHOBKMW AOMO/IHUTE/NIbHOIO no:

1. Ecnm npeanonaraeTcs MCNosfib30BaTbh NEpCoHasbHble KiloueBble HocuTenu Py-
TOKEH, HeobxoAMMO cKauyaTb WX ApaiiBepbl M BbINMOMHWUTb AEACTBUMS B COOT-
BETCTBMW C MHCTPYKLIME NO YCTaHOBKeE ApaiiBepoB.

2. Ecwm npeanonaraeTcs WCNonb30BaTb MEepCOHalnbHble KIO4YEBble HOCUTENU
JaCarta PKI, JaCarta T'OCT nnun eToken PRO (Java), Heo6x0AMMO yCTaHOBUTbL ean-
HbI knneHT JaCarta.

YaaneHue
Ypanutb MO "TLS-kNMeHT" MOXHO TpeMsi cnocobaMu, UCNosb3ys:
e CpeacTBa ydaneHus U U3MeHeHus nporpamm "lMporpamMmbl 1 KOMNoHeHTbI" OC
Windows;
Mpumeyanue. Mpy yoanenun TLS-knmueHTa ¢ nomolwbto cpeacts OC Windows nomnb3oBatensckie Hac
Tporiku O Ha KOMNLIOTEPE COXPAHAKTCA U MOTYT ObITh MPUMEHEHbI B AaNbHENLLEM, ECIIU HA KOM-
nbtoTep byaeT cHoBa ycTaHOBNEH TLSKNMEHT.
*  yTUAMTy BoccTaHoBneHus MO "TLS-knneHT";
e MSI-nakeT, HaxoAsLWMNCcsa Ha YCTaHOBOYHOM ANCKe.
Mpumeyanue. Mpyn yganeHun TLS-kNneHTa C NOMOLLbIO YTURUTLI BOCCTaHOBNEHUS unu MS|-nakeTa
AOCTYMHa onums yaaneHus nonb3osatensckux HacTpoek 0.
TLS- knmeHT 1 "Kop besonacHoctn CSP" ypansawTcs no OTAENbHOCTM B J1l060OM
nopsiake.
BoccTraHoBneHue

Ansa BoccraHoBneHus MO:

1. B rnaBHoM MeHo OC Windows B cnucKe yCTaHOB/IEHHbIX MpOrpamMM HanamTe pas-
fen "Koa besonacHocTv" M akTUBMPYWTE MNPUIIOXXEHUE BOCCTaHOB/IEHUS CO-
oteeTcTBytowero MO.

Ha akpaHe nosiBUTCS OKHO ycTaHosku [M0.
2. HaxmuTte kHonky "Hdanee".
Ha skpaHe nosaBMTCA OKHO A1 BOCCTAHOBIEHUSA nin yaaneHus Mo.
3. BbibepuTe BapmaHT "BocCcTaHOBUTL", HAXXKMUTe KHOMKY "Janee".
Ha akpaHe nosiBUTCA UTOrOBOE OKHO.
4. HaxmuTe KHOMKy "BocctaHoBUTb".

HauHeTcs coOTBETCTBYIOLLAA Onepauns, Nocie 3aBeplleHns KOTOPOi Ha SKpaHe
MOSIBUTCSA OKHO 06 yCrMeLLHOM 3aBepLUeHNM npoLecca.

5. HaxmwuTte kHonky "loTOBO".
Ha skpaHe nosasuTcs coobLueHne o HeobXoANMOCTU nepesarpy3km CUCTEMBI.
6. HaxmunTe KHoNKy "lNepe3arpy3uTs".

O6HoBneHue MO

O6HOBUTL YcTaHoBNeHHOeE 0O TLS-K1MeHTa BO3MOXHO KakK B @aBTOMaTMUECKOM, TaK U
B py4YHOM pexume. MoapobHble cBeAeHWS O HACTPOMKax MOSyYEHWUS U YCTAHOBKMU
obHoBNEHU cM. cTp. 37.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 1 1
PykoBOACTBO NO 3KCniyatauum
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BHumanwme! Tpn coBmectHoit pabote ¢ CK3W "KoHnTuHeHT TLS VPN Cepsep” Bepcun 1.2 o6HoBNEHME
nocpeacteom 10 TLS-knueHTa HEBO3MOXHO. B aToM cnyyae Heobxoamumo nonyuuTh hain 0OHOBNEHUS OT
nocTaBLLyMKa unm ¢ cepeepa 06HoBNeHNN N0 1 yCTaHOBUTL €10 NPUHYAUTENBHO.

Ansa nonyvyeHna o6HoBneHus MO TLS-knueHTa:

1. Ecnu B HacTponkax TLS-knmeHTa yCTaHOBMEHO aBToOMaTnyeckoe obHoeneHue Mo,
npu gobasneHnn Ha TLS-cepBep HOBbIX halifioB 06HOBNEHNI Ha 3KkpaHe TLS-knun-
€HT a nosiBuTCa  WMHMOPMaUMOHHOE OKHO O HaaMumm  obHOBNEeHUS.
Mepenante k n. 5.

BHumanwue! [ins ynpasnexus o6Hosnennem MO TpebyeTcs 3anycTitb TLS-KNMEHT OT UMEHN afMUHM-
cTpaTopa.

2. BbibepuTe B MeHto HacTpoek TLS-knneHTa nyHKT "O6bHOBNEHUS" .

B obnactu otobpaxxeHuss MHMOPMaLMM OCHOBHOIMO OKHa OTKPOETCS COOTBET-
CTBYIOLLEE NMOAMEHIO.

3. BeauTe agpec cepsepa o6HoBneHuM N0 B COOTBETCTBYOLLLEE NOE.
4. HaxmuTe kHonky "lMpoBepnTb" B 061aCT NpuHYyanTensHoro obHoBnerms MO.

Ecnn agpec cepsepa obHoBNeHUI He ByaeT 3afaH, Ha 3KpaHe MNosiBUTCS CO06-
LeHne 0 HeobX0ANMOCTM BBECTM €ro.

Ha akpaHe nosBmuTcs MHMOOPMALMOHHOE OKHO O HaniM4nm 06HOBIEHUS.
5. HaxMuTe Ha 3TO OKHO.

darinbl 06HOBNEHUN 6yayT 3arpyXeHbl, U Ha dKpaHe NoSABUTCA MH(OPMaLMOHHOe
coobLieHune:

KontnHeHT TLS-knnenT. 3arpymeHsl

o o6HoBACHMA

Y06kl YCTAHOBWTE 3arpy>KeHHkle
OBHOBAEHWUA, HAXMWTE ZLECh.

6. HaxmuTe Ha coobLieHue.

ByneT npov3BeaeHa yCTaHOBKA OBGHOBIEHUS, MOC/IE YEro Ha SKpaHe NosIBUTCS OK-
HO c TpeboBaHneM nepesarpysku OC.

7. Haxmute kHonky "[a".
Bygnet BbinonHeHa nepe3arpyska OC Windows.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 1 2
PykoBOACTBO NO 3KCniyatauum
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Hactpouka n akcnnyatauus

BBopa B akcnnyatauuio

MoaroTroBka k paboTe

Beoa TLS-knmneHTa B 3KCnNyaTaunio COCToOUT U3 cneayrwmnx nocnenoBatesibHblX 3Ta-
noB.:

1.

3.

YcraHoBka TLS-knmeHTa (CM. CTp. 9).
Perucrpaumnsa MO (cM. cTp. 15).
MonyyeHue ceptudunkartos (cM. cTp. 17).

MpumeyaHue. AnroputMbl hOPMUPOBAHUS SMEKTPOHHON MOAMMCK B UCMOMb3YEMbIX CepTUdMKaTax
OOJIKHbI cOBMNaaaThb.

YcTaHoBKa KOPHEBbIX M M0Nb30BaTENbCKUX CepTUdUKATOB (CM. CTp. 25).
YcraHoBka CRL (ecnn HeobxoanMa npoBepka ceptudgukatoB no CRL, cm. cTp. 27).

YcTaHOBKa CepBepHbIX cepTndurKaToB (ecin HeobxoaMMa COOTBETCTBYOLLAs Npo-
BEpKa, CM. CTp. 26).
Hacrtpoiika napameTpoB paboTbl TLS-knmneHTa (cM. cTp. 31).

Mpumeyanue. B cnyyae ncnons30BaHUs NpoKCH-cepaepa Ans 4OCTyNa K UHTEPHET HeoBXoaMMO ocy-
LLieCTBMTb AONOMHUTENbHYH HACTPOIKY NapameTpoB paboTsl TLS-knueHTa (cm. cTp. 34).

HacTtpoiika cnucka pecypcoB (CM. cTp. 29).

MpumeyaHue. [ns ncnonb3oBaHus CETEBLIX UMEH cepBepa Unu Be6-pecypcoB HeobXxoaumo ocy-
LEeCTBUTb COOTBETCTBYIOLLYI0 HacTponky DNS-cepsepa wmm daitna hosts. Mocne BHeceHus nsme-
HeHwi1 B hann hosts Heobxoaumo nepesanycTuTb npunoxenue TLS-knneHTa.

3anyck TLS-knueHTa

Ana 3anycka TLS-knuneHTa:

1.

JBaxabl HAXXMUTE IEBON KHOMKOW MbILLIN HA 3HAUYOK "KOHTUHEHT TLS-KknneHT" Ha
pabouem crone nnn sonamte B MeHio "lMyck" n BbibepuTte B rnasHoM MeHo OC
Windows nyHkT "Kog Be3sonacHoctn | KOHTUHEHT TLS-knneHT".

Ha skpaHe oTkpoeTcs coobLieHmne 0 HaKomnaeHuu SHTpOMUK Anga Ncnonb30BaHUA
6ronormyeckoro gatyumka Cﬂy‘-laﬁHle yucen.

BHumaHwue! Cpok aeicTBusi HakonaeHHo! sHTponuu — 1 roa. 3a Be Heenn 40 OKOHYaHUst 3TOrO CPO-
ka npyu kaxaom 3anycke TLS-kNnMeHTa Ha aKpaHe HayHeT MOSIBMSATLCS 3anpoc 0 Habope HOBOI 9H-
Tponuu. [ns HakoNNeHMs HOBOW 3HTPONMUM CrieSynTe UHCTPYKLMAM Ha 3KpaHe.

Mpn oTkase nonb3oBaTeNb MONYYUT NpefynpexaeHne o Hebe3onacHOCTM WUCMONb30BaHMs ycTa-
PeBLLEl SHTPONUK.

Ecnu HoBas aHTponus He bygeT HabpaHa, TO nocne OKOHYaHWUs Cpoka AECTBUS paHee HaKoNeHHOM
SHTponumu pabota TLS-knmeHTa Gyaet 3abnokupoBaHa W yCTAHOBIEHWE COEAMHEHUI CTaHET He-
BO3MOXHbIM.

CnepyiiTe MHCTPYKLMSM Ha SKpaHe.
Mocrne 3aBeplUeHUS HAKOMIEHMS SHTPOMUM MOSIBUTCS COOBLLEHME O TOM, YTO MPO-

rpaMMa He 3aperncrpMpoBaHa, U NpeasioXXeHne 3apermcrpuposatb " KOHTUHEHT
TLS-knneHT" Ha cepBepe perucrpaumnmn komnanmm "Koa besonacHoctun".

3apernctpupyiTte TLS-KNMEHT Ha cepBepe perucrpaumm (B ciyyae Heobxo-
anmocTtn BblbepuTe npogo/mkeHne paboTbl 6e3 perncrpauum). NogpobHee o npoue-
Aype peruvcrpauum cm. ctp. 15.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 1 3
PykoBOACTBO NO 3KCniyatauum
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Ha akpaHe nosaBUTCA OCHOBHOE OKHO MpOorpaMMbl, @ B MpaBoOM Yriy naHenu 3agad
OC Windows nosiBUTCS 3HA4YOK MporpamMmbl.

4. Ecnm agMUMHUCTpaToOpoM 6e30MacHOCTM Ballel KoMnaHuu BaM 6bl1 NpenocTaBneH
HaCTpoeYHbl dalin, MnopTupynTe ero (NoapobHee o0 HacTpoeyHoM daiine n nm-
rnoprte/aKkcrnopre KoOHpUrypaumm cm. ctp. 36).

KoHTeKkcTHOe MeHIo

BbI30B KOHTEKCTHOro MeH TLS-knneHTa ¢ naHenm 3aaady OC Windows no3sonseTr
BbINOJIHUTb Cneyowme KoMaHabl :

® pasBepHYTb OCHOBHOE OKHO TLS-knneHTa ;

e cHpOCUTL TEKYLLUME COeaNHEHMUS;

BHumanme! Ytobbl u3bexaTb CrnyyaliHOro BbIMONHEHUS AAHHOM KOMaHZbl, B HacTpomkax TLS-
KNWeHTa HacTpoiTe NoLTBEpXaeHWe copoca coeimHeHni (cM. CTp. 33). Mocne BbINOMHEHWS AaHHOM
KOMaHZbl Ans YCTaHOBNEHWS! HOBbIX COEAMHEHWA Heobxomumo GYAEeT BBECTW YYETHbIE AaHHbIE
nomnb3oBaTens NOBTOPHO.

e 3aBepwuTb paboty MO.

[Mpy ABOMHOM HaXaTWM Ha 3HA4YOK MporpaMMmbl TLS-kNMeHTa NeBOW KHOMKOW MblLUKN
OCYLLEeCTBNSETCA pacKpbITUE NN CKPbITUE OCHOBHOMO OKHa.

I'Ipumeqal-me. Takxe ons CBEepTbiBaHMA OCHOBHOIO OKHa TLS-knneHTa MOXHO UCMOMNb30BaTL KHOMKM

" E'B npaBOM BEPXHEM YTy OkHa. [1151 3aKpbITUS Nporpammbl BblIGepnuTe B KOHTEKCTHOM MEHHO MYHKT
"Bbixoa".

Monb3oBaTenbLCKUM VIHTep(beVIC OCHOBHOI'O OKHa

(5) Eewmamesr TLS- enwest - O s

=11 2 2

E] rnaewan <4 Oofianste S5 Pasdn oTOBRANENARA

Q  ¥npasnerme coprudmkaTamm
[naewan

Congumenna
CAMCOE SO grmEsri 1=

£ Hacrpoiios

B O nporpamme

B BepxHen 4acTu OCHOBHOIO OKHa pacnosioXkeHa kKHonka (1) nepeksnoveHuns nosn-
HOro/ CKaToro BMAa rnaBHOro MeHo El M CcTpoka (2) KOHTEKCTHOro nomcka.

B neBol 4acTM OCHOBHOIO OKHa PacrnosioXXeH CMMCOK pasAenoB rnaBHoOro MeHi (3), a
B NpaBoi — 0bnactb oTobpakeHnsa nHpopmaumm (4) akTUBHOrO pasiesia MeHto C na-
HEeNbo MHCTPYMEHTOB B BEPXHEN YacTu.

CK3U "KoHTUHEHT TLS-knmeHT". Bepcus 2 14
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Pernctpauua TLS-knueHTa

Ecnn TLS-KNMeHT He 3aperncrpupoBaH, TO NpU ero 3anycke rnosiBUTCA npeaioxXeHme
3aperucrpmpoBatb MporpamMMmMy Ha cepBepe perucrpaumm komnaHumn "Kop be-
3onacHoctn". loctynHa oHMaH- n opnanH-perncrpaums.

Bbl McnonbzyeTe HezapervcTpUpoBaHHYH BEPCUIO MPOrpaMMel

MNporpamma oCTaHeTch qJ}l'HKLtHOHaJ'IbHDﬁ B Te4eHWe JeMOHCTRaUWMOHHOIO Nneproaa.

J0 OKOHYaHWA JEMOHCTPAUKMOHHOTO Nepuoda ocTanoce: 14 (aH.)

3aperncTpupoEaTh MpogonxuTe Bes perncTpaummn

Cpok pabotbl 6e3 perncrpaumu TLS-knmeHTa orpaHmMyeH n coctasnseT 14 gHen. Konm-
YeCTBO AHEWN, OCTaBLUMXCSA A0 OKOHYaHUS perncrpaumu, otobpaxaercs B pasgene "O
nporpamMme". ECnv B TeUeHWE 3TOro cpoka TLS-K/IMEHT He 3apermcrpupoBaTtb, TO Npu
KaXxAoM cnefylolleM 3anycke Ha sKkpaHe byaeT NosiBASATbCA MpeasiokeHue 3aperun-
ctpupoBaTth 0. B cnyyae otkasa pabota CK3U "KoHTnHeHT TLS-knneHT" 6yaet npe-
KpalieHa.

BHumaHme! Hacrtpoiiku cucTeMHOro npokcu-cepBepa HauMHakT paboTtaTh B nporpamMMe peructpaLuu
TLS-nneHTa nocne nepBoro 3anycka TLS-knueHTa.

Ana oHnaH-perncrpaummn TLS-knueHTa:

1. HaxmuTe KHoMKy "3aperucrpupoBaTtb" B OKHe perucrpaumu unu Bblbepute B
rnaBHoM MeHto OC Windows nyHKT "Bce npunoxeHus | Kog besonacHoctu | TLS-
KnnMeHT | Perucrtpaunsa TLS-knneHTa".

OTKpoOeTCst OKHO perncrpaumm.

(&) Nperpamma peructpauum Kontnnent TLS-kment X

OHnaliH-perucTpauma

3apermcTpupoBaThoA

OdnaiiH-peructpaumna

Bl MOKETE co3garh $ain C pErMcTpaLMoHHEIMK
AEHHBEIMI

Cozgame

WIW MMIMOPTHRPOESTE FOTOESIH GEHA C CEPHAHBIM
HOMEDOM:

Hmnopruposate

CK3U "KoHTUHEHT TLS-knmeHT". Bepcus 2 1 5
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2. Bbibepute nyHKT "OHnanH- perucrtpauus” M HaxmuTe KHOMKy "3a-
perucrpupoBaTtbcs”.

Ha skpaHe nosaBMTCa AnManoroBoe OKHO perucrpauuvm.

(5) Nperpamma pernctpaummn KortuHenT TLS-kameHT x

Perncrpaumn

DaMHUAKR: * (GA3aTensHOE None

=

mA: * JBAzaTensHoe None 0

COTyecTeO:

INeKTPOHHAA NouTa: * OBAzaTensHoE None 0

ropoa;

OpraHy2auus:

QOraen;

registration.securitycode.ru
Cepesp perucTpauum:

K1 -
KNacc 2awmTel:

3apervcTpupoBaThCA Hazap

3. BeeauTe TpebyemMblie napaMeTpbl U HAXXMUTE KHOMKY "3aperncrpuposaTbcs”.

HauHeTcs npouecc perncrpaunm 1 NoAKIOYEHNS K yKasaHHOMY cepBepy. Mpu ero
YyCNewHoM 3aBepleHMM Ha 3DKpaHe TOoSABUTCS COOTBETCTBYIOLLEE MH-
dopMaLMOHHOE OKHO.

Mocne perncrpaunn TLS-knmneHTa B pasgene "O nporpamme" Bmecto Tekcrta "lpo-
rpaMMa He 3aperncrpmpoBaHa” NosiBUTCA pernMcrpauMoHHbIA HOMEp NporpamMMbl.
Ana opnaH-peructpaunum TLS-knuneHTa:

1. B cnyyae oTCyTCTBMSA AOCTyna K CepBepy perncrpaumm OTKpPoOMTEe OKHO peruv-
CTpaumu, BblbepnTe odaiH-permcrpaunio n HaxmmTe kHonky "Co3aatb".

Ha skpaHe nosaBMTCa AnManoroBoe OKHO perucrpauum.

Mpumeyanue. Ecnv Bbl paHee BBOAUNM AaHHbIE B NONS (hOpMbl AnS OHNaH-PErucTpaLum, oHu by-
YT COXpaHeHbl aBTOMATUYECKM 1 TOBTOPHO 3amofHsiTb hOpMy He noTpedyeTcs.

2. 3anonHuTe TpebyeMble NapameTpbl N HAXMUTE KHoMKy "lFMoTtoBo".
Ha akpaHe nosaBuUTCA CTaHAAPTHOE OKHO COXpaHeHus davna.

3. CoxpaHuTe (haiin C NepcoHanbHbIMU AaHHbLIMU U NepefanTe ero Ha cepBep peru-
CTpaumu ans noay4veHms daiina c CepmnHbIM HOMEPOM.

4. Tlocne nonydeHus danna € CepuNHBIM HOMEPOM HaXMuUTe KHOMky "Um-
NopTMpOBaTbL" B OKHE perncrpaummn TLS-kimMeHTa.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 1 6
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Ha skpaHe nosiBUTCA CTaHAapTHOe OKHO Bblbopa danna.
5. YKaxuTte HyXHbI aina n HaxMmTte KHonky "OTKpbITb".

Mpy ycrnewHoM 3aBeplleHUM MpoLecca perncrpaumMm Ha sKpaHe MNosBUTCA
COOTBETCTBYHOLLEE MH(DOPMALIMOHHOE OKHO.

YnpaBneHue ceptudmkatamu

TLS-KAMEHT MO3BOMAET yCTaHaBAMBaTh CEPTUdUKATLI B XpaHUNLLLE, CO3AaTb KpuUM-
Torpacmueckne KOHTEMHEepbl, 3anpockl Ha M3aaHue cepTudmKaTa nonb3osBaTens, a
TaKXe OCYLLECTB/IATb UX 3aMNnUCb Ha CbEMHbI HOCUTENb UMW B PEecTp.

HavanbHas HacTpounka

Ons paboTbl ¢ TLS-kNMeHTOM HeobxoaMMbl KOpHEBble cepTuduKkaTbl, cepTuduKkaThbl
nonb3oBaTtens n ceptudukaTbl cepBepa, Nosyyaemblie B COOTBETCTBMW C 06LWMM Mo-
pPSOKOM, YCTaHOBJSIEHHbBIM KOHKPETHbBIM YA0CTOBEPSAIOLW MM LIeHTpoM. Npoueaypa co3aa-
HWSA 3anpoca Ha Bblgady ceptudukata no anroputmy [OCT P 34.10- 2012
npusoanTcsa Ha ctp. 17.

TLS-knneHT nopaepxusaeT ceptudukaTbl, BbiNylWweHHble no anroputmy FOCT P

34.10-2012 Ha OCHOBE MCMOJIb30BaHMS S/UTMNTUYECKNX KPUBbIX Da4Bapaca C AJIMHOMN
Knoya 256 n 512 6ur.

MpumeyaHue. Jonyctmo mcnonb3oBaTh M0G0 AENCTBUTENBHBIA YHUKAMbHBIA CEPTU(MKAT NOMb30-
BaTens, BbiNyLLEHHbIN paHee ya0CTOBEPSIOLMM LEHTPOM.

TLS-knueHT noanepxmBaeT COBMECTHYIO paboTy napbl "cepTudukaTt nonb3oBaTens — ceptudukar cep-
Bepa", BbIMyLLEHHbIX N0 pa3HbIM anroputMam.

Ons nepepaun cepTMdUKaATOB PEKOMEHAYETCH MCMO/b30BaTb OTUYYXAAEMbIA HOCU-
TeNb.

MpumeyaHue. B kauecTBe KMioYeBbIX HOCUTENEN B KOMMNEKCE MOTYT MCMONb30BaTHCS annapaTHble Ho-

CUTENM CNEAYIOLLMX TUMOB:

* USB-tnewwu-Hakonuteny;

o USB-kmtoun — PyTokeH, PytokeH Lite, PytokeH S (Bepcum 2.0 v 3.0), Pytoken 3L, JaCarta PKI,
JaCarta F'OCT, JaCarta PKI Flash, JaCarta FOCT Flash, eToken PRO (Java), Esmart USB Token, Esmart

USB Token F'OCT;
* cmapT-kapTbl — PyTokeH SU, PytokeH Lite, JaCarta PKI, JaCarta 'OCT, eToken PRO (Java), Esmart,
EsmartFOCT;

* ngentucmkatopsl DS1995, DS1996.

Mocne nonyyeHusa Bcex cepTUdUKATOB MOsb3oBaTesb TLS-KAneHTa JO/MKEeH ycra-
HOBUTb cepTudunKaTbl B XpaHuUAuLe TeKkylwero nonb3osatensa cpeacrsammu MO TLS-
KnneHTa (cM. cTp. 25), OC Windows

(cM. https://technet.microsoft.com/ru-ru/library/cc754841(v=ws.11).aspx# BKMK_
addlocal) nnu cpeacrTesammn CTOpoHHEro KpunTonpoBanaepa:

Ucnonb3yeMbli KpunTonposaaep
CepTtudcukarbl
Kop Be3sonacHoctu CSP CTOpPOHHUM
KopHeBblie Cpenctesamm OC Windows nnu TLS- | Cpeactsammn OC Windows
KIneHTa
Monb3oBaTtenbckne | Cpeacrtesamu TLS-kIMeHTa Cpeacrtsamu
Kpuntonposanaepa
CepsepHble, CRL Cpencteamu TLS-knmeHTa CpeanctBamn TLS-knneHTa

Co3paHue Knoya 1 3anpoca Ha cepTudukar

3anpoc Ha nony4yeHune ceptudmkaTa co3gaetca nonb3oBartenem cpeacreamm MO TLS-
KnneHTa no TpeboBaHuio agMMHUCTpaTopa 6e3onacHocTn. OAHOBPEMEHHO C 3arnpocoM
cpeacTBaMu KpunTonpoBalepa reHepnpyeTcs 3aKpblTblM K04 NOJSIb30BaTess.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 1 7
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Ana co3pgaHusa 3anpoca:

1. BbibepuTe B rnaBHOM MeHt0 TLS-knneHTa nyHKT "YnpaBneHue ceptudunkarammn”.

B obnactu otobpaxeHuss nHbopMaunm nosBUTCS CAIMCOK YCTaHOBJIEHHbIX Cep-
TUdnKaToB.

MpumeyaHue. [ins npocMoTpa Crivcka YCTAHOBMEHHbLIX CEPTUUKATOB HaXMUTE KHOMKY "OTKpbITh
XPaHWnULLE" Ha NaHen MHCTPYMEHTOB.

2. Ha naHenu MHCTpyMeHTOB BbibepuTe BKNaAKy NOMb30BaTebCKMX CepTUdPMKATOB
n HaxxmMmnTe KHonky "Co3aaTtk 3anpoc”.

Ha skpaHe nosBuTca auanor BbiGopa KpunTonpoBalepa M MecTo XpaHeHus
KOHTeliHepa 3aKpbITOro Ktoya cepTudmkaTa.

X

¥ 3anpocuts ceprngumxar

CeoicTea noctaswmea cayxd wwdposarua
Bebepure NocTasuwyeca CnyD WsspDOSAHINE M YRANMTE HATEAHME KOHTaAHEa
IAHPEITOND KIFOHa CEPTISMIATA

KpuwnTonposaigep:
Kon bezonaoHocTi CSP w

XpaHARALE CEpTHdICATOR:

TexyULs1 NONL30BATEND )
Tun cybbexTa:
MipoHEB0NEHLI THIN e

Wononssosarme Krmose:

CTamaapTHeE! Habop w

e

3. BblbepuTe HYXHble MYHKTbl MEHIO!

e B none "Kpuntonposanaep" BbibepuTe B pacKpbiBalOLWEMCS CMUCKE HYXHOe
3Ha4yeHue;

e B none "XpaHunnuuwe ceptudmnkatos"” BblbepnTe B packpbiBalOLWEMCSH CUCKe
XpaHUAMLLE KIHOYEBOro KOHTeHepa, B KOTOpOM byAeT COXpaHeH 3aKpbiTbli
K/lOY cepTudmKaTta nosib3oBaTens:

TeKkyLwmnii Nonb30BaTeSb;
JlokanbHbIM KOMNbIOTEP;

e B none "Tun cybbekta" BbibeprTe B pacKkpblBaloLWEMCA CIMCKE TUM MOJb30-
BaTens, co3jaoLLero 3anpoc:

Mpon3BOnbHbIA TUN (MO YMONYaHUIO);

dunsunyeckoe nnMuo;

dusnyeckoe nMLo C JOBEPEHHOCTbLIO OT IOPUANYECKOrO;
NHavBMAayanbHbI NpeanpuHMMaTenb;

IOpnanyeckoe nnuo;

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 1 8
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Al

e B nose "Ncnonb3oBaHune KYeEN
60p MCNONIb30BaHMS KHOYEN

BblGEPUTE U3 pacKpblBaloLLErocs Cnmcka Ha-

e CraHgapTHbI Habop (MMHUMaNbHO HEOBXOAMMbIE NapaMeTpbl AN PyHK-
LMOHMPOBaHUS KitoYa WndpoBaHus);

e PacwupeHHbIlh Habop (BbIGOp WCMOML30BaHMSA AOMNOAHUTENbHbIX Napa-
METPOB K/4Ya WndpoBaHUs, ecnnm 3TO MNpefyCMOTPEHO MOUTUKOWN
MHdOPMaLMOHHOM 6€30MacHOCTM KOMMaHumn).

4. HaxmuTte kHonky "Hdanee".
Ha akpaHe nosiBuTCS Amasnor A/ BBoAa NapaMeTpoB 3arnpoca.

NpumeyaHme. Kaxgomy Tuny nonb3oBaTens, CO3AAIOLIEN0 3anpoc, COOTBETCTBYET CBOW NepeyeHs
napameTpoB Ans 3anofHeHus. Huxe B kayecTBe npuMepa NpeacTasneH avarnor Ang Beoga napa-
METPOB 3anpoca NpPoU3BOMLHOMO TUNa NOML30BaTers.

x

& [V 3anpocure ceprudurar

MNapameTpel cepTUdMKaTa NoAL30BaTENA

JanonHmTe oBASATEMHDIE NOMR QKA BeAYCOKA JANPOCA CEPTHEMKATA NONL3OBATENSA,
B nonsx gomsHs: Beime yKasars nonsHsie ofuupsansHee massarstn D83 cospalLerssi.

Darnma: || Hrn OTaecTso:

Obwee uMa: | OfR3aTenssoe None

OpraniaaLma; I

MNoapasaeneHie: |

Crpana: RU w | OfnacTe:

I

CHMANC:

|
|
|
|
HomsrocTe: | |
|
|
|
|
|
|

I
Hacenerewii [
|
|
|
|

Danee Ormena

5. 3anonHuTe napaMmeTpbl Ananora v HaxmuTe KHonky "Janee".

Ecnu 6b1n BbIGpaH pacliMpeHHbIi HAbop NapaMeTpoB MUCMOJIb30BaHMs Kitoda (CM.
cTp. 19), Ha aKpaHe NoaABUTCS Ananor Bbibopa NnapaMeTpos.

MpumeyaHue. Ecnn 6bin BbIGpaH CTaHLaPTHBI HAOOP NapamMeTPoB UCMONL30BAHMS KNtoya, Ha K-
paHe NOSIBUTCA AManor Ans BBOAA WMEHM KIOYEBOrO KOHTEHepa W uMeHu chaiina ans 3anpoca
cepTudmukara. Mepengute kn. 7.

CK3U "KoHTUHEHT TLS-knmeHT". Bepcus 2 1 9
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<« .nli 3aNpoCHTE CEPTHQRHKAT

MNapameTpel KNOUA WWGPOBaHWA

HasHaYeHHE KNHDYa

JNexTPOoMHAR NOQMHCE D Mposepxa noarec cepTudieata
HeoTperstHocTE |:| Mposepra nogrmos CRL

SaussbDOBaHIE KNKHEi [ 3aumdposarse npu cornacosarie Keoued
JaUsHbPOBIHAE [ AHHEIX [ Pacusstposassie npu cornacosarss kmoyei

Cornacosarse Kmo-ed

Pﬂmﬂemmmma

[ ayrenmisdusaisen cepsepa [ 3awmra snexTponnod novTs
AYTEHTIMIBELIAR KMMEHTS Dnonmuﬂmnmeperﬂomw&u
1 3un nporparessi: kornosesTos [CJnoamsos oteetos cnymde: OCSE

Oien

6. YKaxuTe HeobxoaMMble NapaMeTpbl K/o4va WndpoBaHUS U HaXXMnTe KHonky "[a-
nee".

Ha skpaHe nosiBUTCS Ananor Afs BBOAA MMEHMU KJTHOUEBOro KOHTENHepa n MMeHU
darina ansa 3anpoca ceptudukara.

ma darina

MMA thalina AnA 3anpoca CcepTHHWMKETE:

DopMaT taina:
(@) Basegd
) 1BoWYHEIE AEHHBIE

BnaHk sanpoca Ha cepTMdmkaT:

["|NoaroTosmTs fnaHk sanpoca Ha cepTUdMKAET

7. YkaxwuTe:
®  NMS KJTKOYEBOro KOHTENHepa;

MpumeyaHue. Mo ymonuaHuto 3anpoc coxpaHsieTcs B haiine ¢ paciumpeHuem *.html u umerem,
cogepxallum ums TekyLero nonsaosatens OC Windows, a Takxe TekyLLue Bpems 1 aaTy.

e B none "lMNoaroToBMTb 6NaHK 3anpoca Ha cepTudukat" yctraHoBUTE OTMETKY,
ecnm HeobxoAnMMOo COXpaHUTb BEPCUIO 3anpoca A5 neyaTu.

MpumeyaHue. Mo ymonyaHuto 3anpoc coxpaHsieTcst B haiine ¢ pacliMpeHnem *.req 1 UMEHeM
newreg.

CK3U "KoHTUHEHT TLS-knmeHT". Bepcus 2 20
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Ona n3aMeHeHns pacnonoXXeHns Nnn MMeHun garina c 31eKTPOHHON nan ByMaxkHOM
dopmoin 3anpoca HaxmuTe KHorky "O630p...", pacnonoxeHHyI cnpasa OT CO-
oTBeTCTBYtOWero nons. B craHaaptHoM okHe OC Windows, nosiBUBLLEMCS HA K-
paHe, BbIMOAHUTE cneaytowmne 4encTBus:

e yKaxuTe auck (Nnanky) ans cosgaHus danna;
e yKaxuTe nmsa danna sanpoca;
e Haxmute KHonky "CoxpaHuTb".
8. Haxmwnte kHonky "Oanee".
MosBuTca cooblieHne o 3aBeplieHnn paboTel MacTepa 3anpoca ceptudukara.
9. [poBepbTe KOPPEKTHOCTb BBEAEHHbIX NapaMeTpoB N HaXXMuTe KHoMKy "FoToBo".

KpunTonpoBaiaep MPUCTYNUT K CO34aHWUI0 3aKpbITOro Kiya. BbinonHuTe
cneaytouime onepaumn:

e cOpMMpPYNTE 3aKpbITbIM KNHOY C MOMOLLbIO AaTUMKa ClTyHYanHbIX Yncen;
e BblbepuTe TN KNOYEBOrO HOCUTENS A9 3aNMCU 3aKPbITOr0 KoYa;
e BBeAMTE Naposib A58 OrpaHNYEeHNs AOCTYNa K KIIIOHYEBOMY KOHTENHEpY.

MpumeyaHue. Mpy Hannumm oTMETKM B None "3anoMHUTL Naposib" BBEAEHHbI Naposib COXpaHseTcst
B peecTpe KomnboTepa. B gansHenwwem npu obpalleHnm k aToMy Krio4eBOMY KOHTEHepY 3anpoc na-
POJIS Ha 3KPaH He BbIBOAMTCA.

MopaaoK BbIMOSHEHMA onepaumii 3aBUCUT OT MCNONb3YEMOro KpunTonposaiaepa,
AaTumKa C/lyyYalHbIX YMCEN U KJTKOYEBOro HOCUTENS, BbIBPaHHOrO ANs XpaHEeHUs
KntoyeBor nHdopmaunmn. Cneagyiite ykasaHUsaM, MNOSIBASIOWMMCS Ha SKpaHe.
Bbonee nogpobHO 0 CO3AaHMM 3aKPbITOro K/to4Ya cM. cTp. 21.

Mocne 3aBeplueHnsa npouenypbl Ha SKpaHe NosaBUTCS CoobLLeHNE O 3aBepLUeHnN
CO34aHunsA 3anpoca Ha cepTudmkar.

10. HaxmuTe kHonky "OK" B OkHe coobLieHns ans 3aBeplieHuns npoueaypbl co3ga-
HUS 3anpoca.

BHumaHwme! Ecriv B kayecTBe KNto4eBOro Hocutens bbin BbIOpaH CUCTEMHBI peecTp, nocne co3aa-
HWS! KIOYEBOI MHKOPMALMK He PEKOMEHAYETCS BbIMOMHATL 4ENCTBMS, 3aTparnBatLLne CUCTEMHOE
MO naHHOTO KOMMbLIOTEPA.

MepepaiTe co3gaHHbIM ann 3anpoca aaMUMHUCTpaTopy 6e3onacHoctu. Mpu 3ToM
MOXXHO MOMb30BaTbCA 06LLEAOCTYMHOM CeTblo nepefayn AaHHbIX, HanpuMmep, nepe-
cnaTb hann Kak BIOXKEHWE 31eKTPOHHOM MoYThl.

MpumeyaHue. B cnyyae nepecsinku cofepxuMoro gaina sanpoca nocpesicTBoM Beb-uHTepdeica cro-
POHHEr0 KPMNTONpOBaAepa OTKponTe hann 3anpoca B N1ioboM TEKCTOBOM peAaKkTope.

BapuaHTbI ucnonb3oBaHUA KpunTonpoBanaepa npu hopmmupoBaHUm
3aKpbITOro Kntoya nonb3oBarens

Huxe npuBeaeHbl npoueaypbl GOPMMPOBAHMSA 3aKPbITOrO K/Ko4a Nnonb3oBaTens npu
CO34aHnK1 3anpoca Ha nosyyeHune ceptudunkaTos (cM. cTp. 17). NpeacrasneHbl Bapu-

aHTbl ucnonb3oBaHnsa kpuntonposangepos "Kpuntollpo CSP" n "Koa Be3sonacHocTun
Csp".

Kpunrtolpo CSP

Ana ¢oopMupoBaHUA 3aKPbITOro KJtoua:

1. TMocne HaxaTusa B OKHe 3aBepLueHns paboTbl MacTepa 3anpoca cepTudunkaTa KHomM
kn "l'oToBO" Ha 3KpaHe NOSIBUTCS OKHO C YKa3aHMEM BCTaBUTb YUMCTbIN KJTHOYEBOW
HOCUTENb.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 21
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3asepluUeHKne MacTepa 3anpoca cepTUdMrKaTa

Zanpoc cepTudwKaTa ByneT co3gaH NOCNE HEKATHA KHoMEKM “ToToso ™

Bany yra3aHE CNeYIOWWE N3pANETPSI

BcrasoTe 1 BoiBEpUTE HOCUTENL ANA XPaHEHIA
IAKPBITOND KNkowa “test (02-11-2018 14:45:11)".

2. BcraBbTe HOCUTENb, HAXMUTE KHOMKY "CBeAeHUs" N yKaXXnTe yCTponiCTBO.
3. HaxmuTte kHonky "OK".
Ha sakpaHe nosiBUTCS OKHO "BMONoOrmMYecknuin AaTumK CriydamHblx yncen”.

Mpumeyanue. Ecnm B "Kpuntolpo CSP" HacTpoeH fatumk crydaiHbix uucen MAK "CoBonb", Ha aKk-
paHe NosiBUTCS OKHO 3afiaHus Napons AN1st JOCTYNa K COAEePXUMOMY KOHEBOr0 KOHTENHEPa (CM. 1.4).
MepenanTe K BLINOMHEHMIO .5,

0:09:58
MepeMElLERTE YKAZaTENS MEILLM MW HEHMMAHTE PA3NMUHLIE KNEMLLW
fré? ANA FrEHEPSLMKA CNYYaRHOA NOCNEd0BaTENEHOCTH,

4. Cnep,yﬁTe MHCTPYKUMUN Ha SKpaHE N A0XANTECH 3aBEPLUEHNA CO34aHUNA Kto4a.

Ha akpaHe NosIBUTCS OKHO 3afaHus Naposst A1s AOCTyna K COAEPXUMOMY KO-
YEeBOro KOHTeMHepa.

CK3U "KoHTUHEHT TLS-knmeHT". Bepcus 2 22
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3analiTe Napone ANA COSAAESEMOro KOHTERHEPa “test (02-
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HoBeli Naponke: | |

MogTEEpHOSHKE! |

ok |

5. BeBeauTe n noaTBepanTE Naposib Ha CO3A4AaBaeMbI K/IHOYEBON KOHTEMHEP N HaX-
MuTe KHormky "OK".
HauHeTcs 3annch 3aKkpbITOro K/o4a nosb3oBaTtesst Ha KIl4YeBON HOCUTENb, U NOo-
Cfie ee OKOHYaHWS Ha 3KpaHe NosBUTCSA cooblieHmne 06 ycnewHoM 3aBeplieHmnm
co3aaHusg 3anpoca.

Kop BezonacHocTtu CSP

Ana ¢opMUpoOBaHUA 3aKPLITOro Kirua:

1. [locne HaxxaTnsa B OKHe 3aBepLleHns paboTbl MacTepa 3anpoca ceptTudunkaTa KHoM-
Kn "[OTOBO" Ha 3KpaHe MOSIBUTCA OKHO HakonfaeHus sHTponuu ana 6uo-
JNIOrMYyecKoro gatumka ciyvamHblxX ymcen.

MpumeyaHue. Ecnv ucnonbayetcs dusmyeckuii fatumk cnyyaitbix uncen MAK "Coonb", Habop aH-
TPONWM BbINOMNHAETCH aBTOMATUYECKM U HA 3KpaHe He 0TobpaxaeTcs. BMecTo okHa HakomnmneHus sH-
TPOMWM NOSIBUTCS OKHO 3afaHus napons. Mepeiigute kn. 4.

2. HaxMuTe HecKoNbKo pa3 B Npon3B0OJIbHOM MeCTeE BHYTPU OTKpPbIBLLEroCA OKHa, 4YTo-
6bl nosBUANCH wapbl-MULLEHN.

Llenkante MbilWbo NO o6nacTu okHa Ansi co3AaHns

MULLIEHEN

3. CneayiTe yKasaHMsM Ha 3KpaHe 1 A0OXAUTECH 3aBepLlueHns Habopa sHTponuu.

CK3U "KoHTUHEHT TLS-knmeHT". Bepcus 2 23
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Cir+Shift+0 - Buo[Cd muweass:
Alt+F4 - oTmena HaBOPE JHTpamn:

iTE NEBON KHOMKOW MBILLW HA I=Za::|-;.'.'l|hll-';| Wap-MHLLEHE:

MpumeyaHKe. MpoLecc HakonneHUs SHTPONUM 0603HaYAETCS NONOCON NPOrPecca BHU3Y OKHa.

Mocrne 3aBepLueHns NpoLeaypbl Ha SKpaHe NoSBUTCS ANanor 3aJaHuns napons ans
[IOCTYNa K COAEPXUMOMY KJIHOUEBOr0 KOHTENHepa.

{552 Kop bezonacHocTn CSP X

— YCTAHOBWTE NapoNk HE AOCTYN K KOHTEAHEDY

KoHTeiiHep: | 1 (06-02-2020 15:54:35)

MNaponk: I |

MNoaTEEepH AeHHE: I

[ SanomAuTe napons

MuHMMaNeHaA 4nkHa: & CIMBCNOE I I CITMEHE

4. BseguTe v NoATBepAMTE Naposb 415 A0CTYNa K CO34aBaeMOMy KH0UYEBOMY KOHTEN -
Hepy M HaxMuTe KHonky "OK".

Ha 3KpaHeE NoABUTCA OKHO Bbl60pa KNHO4YEBOro HOCUTENA.

CK3U "KoHTUHEHT TLS-knmeHT". Bepcus 2 24
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- Kop bezonacHocTi C5P X

BbifepTe KNHYEB0H HOCMTEND

Peectp
Windows

ChEMHBIN
HOCHTE. ..

OBHOBMTE QK | CTMEHE

5. BblibepnTe HY>XHbIN KHOYEBOM HOCUTESb U HaxMnTe KHonky "OK".

BHumanme! Ecnin ucnonb3yemblit CbeMHBbIA HOCUTEMb COAEPXKUT (haiinbl, UMEHa KOTOPbIX COBNALaKT
CMMeHamW 3anuncbiBaeMblx pannos, To:

* hannbl Ha USB-hneww-HakonuTene 6yayT aBToMaTUYECKN NEPEUMEHOBAHbI U COXPAHEHI;

* hainbl Ha PyTokeH GyayT nepesanucaHbl C BbIBOAOM 3anpoca Ha BbINONHEHWE onepaLum.

HauHeTcs co3aaHume 3anpoca n KpunTtorpaduyeckoro KoHTelHepa. Mocne ycnew-
HOroO 3aBepllEHUs oOnepauuuM Ha 3KpaHe MOSIBUTCA COOTBETCTBYHOLLEE WH-
dopmMaLmMoHHOe coobuieHmne.

6. Haxmnte kHonky "OK" 1 nssnekmte HocuTenb.

MpumeyaHue. B cnyyae nepechinku cofepxumoro daina sanpoca nocpeactsom Be6-uHTepderica
CTOPOHHEr0 KPUNTONPOBaiiLepa OTKPOITE halin 3anpoca B NobOM TEKCTOBOM pefjakTope.

UmnopTt ceptudmkara

Ana nMnopTa KOPHEBOro UM NoJib3oBaTeN1bCKoro ceptucgpukara:
1. BbibepuTe B rnaBHOM MeHto TLS-KNMeHTa NyHKT "YnpaBneHune ceptudunkatamm”.

B obnactn otobpaxeHns nHdoOpMaunum NosIBUTCA CMUCOK YCTAHOBJIEHHbIX Cep-
TnhunkKaTos.

2. Ha naHenn MHCTpyYMeHTOB BblbepuTe MOJSIb30BaTENbCKUI TUM CepTUdUKATOB U
HaXMuTe KHonky "MMmnopTupoBaTth".

Ha skpaHe nosiBUTCS Ananor HacTpoMKK NapaMeTpoB UMMOpTa.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 25
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WUmnopTtupyemelid dain
WMa dafina:
3ameuaHve: cepTudwkaTy dopMaTta PKSC #7 (Lp7h) moryT
cogepsate bonee ogHoro cepmisdmkata.
= | Crmena

Mpumeyanue. Mpn ucnonssoanun "Kpuntolpo CSP" Ha skpaHe nocne Haxatusi KHomku "Wm-
nopTMpoBaTh' MNOSBUTCS COODLWEHNE O HeobX0AMMOCTWM BOCMOMNb3OBATHCS CTOPOHHWUM  Kpum-
TONPOBaNAEpoOM.

3. B none "Uma darina" ykaxuTe nofHbIA NyTb U nMA danna c paclumpeHmem .cer
nnm .p7b, cogepkallero Hy>KHbIn cepTudukaT, U HaXxxMmTe KHonky "Oanee".

Mpu nMNopTe Nonb30BaTeNbCKOro ceptTudmKarta NoOSABUTCA OKHO 3anpoca KOHTEeN-
Hepa 3aKpbITOro Kaw4a ceptudurkaTa. Boibepute TpebyeMbiit KOHTEHEP U HaX-
MuUTe KHoMKy "[Janee".

Ha saKkpaHe nosiBMTCS 3aBepLuatoLLmMin Ananor MacTepa YCTaHOBKU cepTudunkaTa.

4. [poBepbTe KOPPEKTHOCTb BBEAEHHbIX MapaMeTpoB UMNOPTa U HAXMUTE KHOMKY
n n
[oTOoBO".

Mpy nMNopTe NoNb30BaTENbCKOro cepTudurKaTa NosIBUTCA OKHO 3anpoca napons K
KOHTENHEepY 3aKpbITOro K/to4va ceptmdukarta. Beegmute TpebyeMbii naponb 1 Hax-
MuTe KHonky "OK".

HauHeTcs 3arpy3ka M ycTaHoBKa cepTudmkaTta B ykasaHHoe xpaHunuue. Mocne
YCNewHOoro 3aBepLlleHns onepaunm Ha sKpaHe NosIBUTCS COOTBETCTBYIOLLEE MH-
dopMaLmMoHHOoe cooblieHme.

5. HaxmuTte kHonky "OK".

Ana nMmnoprta cepBepHoro ceptudukara:
1. BbibepuTe B rnaBHOM MeHI0 TLS-knneHTa NnyHKT "YnpasneHune ceptudmrkatamm”.

B obnactu oTobpaxeHust nHbopMaunm nosBUTCS CAMCOK YCTaHOB/IEHHbIX Cep-
TUdnKaToB.

2. HanaHenu MHCTPYMEHTOB Bbl6epuTE HYXXHYIO KaTeropuo n HaxmumTe KHonky "UMm-
noptupoBsaTb".

Ha skpaHe nosaBuTCSA CTaHAapPTHOE OKHO OTKPbITUS daina.
3. YkaxwuTe parin 3arpy>xxaemMoro ceptudurkata n HaxxMmTe KHonky "OTKpbITh".

HauHeTcs 3arpy3ka M yctaHoBka cepTudukaTa. Mocne ycnewHoro 3aBepLieHuns
ornepauMm Ha 3KpaHe MNOosSIBUTCA COOTBETCTBYlOLlIEE MHGMOPMALMOHHOE CO06-
LeHMe.

4. Haxmute kHonky "OK".

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 26
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MpocmMoTp cBeAeHuU 0 cepTudmkare

MonyunTb cBEAEHUSA O cepTUdUMKaTE MOXHO C nomowbio cpeacts OC Windows n CK3U
"KOHTUHEHT TLS-knueHT".

Ansa npocmoTtpa ceptudukarta cpeacrBamm OC Windows m CK3U "KoH-
TUHEeHT TLS-knuneHT":

1. Bbibepute B rnaBHoM MeHto CK3WN "KoHTUHEHT TLS-knmeHT" nyHkT "Cep-
Tnoukatbl".

OTkpoeTcsa MeHto pa3gena "Ceptudukatbl”.
2. HaxmuTte kHonky "OTKPbITb XpaHuauwe".

OTkpoeTcs okHO npoBoaHWka OC Windows co CNMCKOM MnanoK, B KOTOpPbIX pas-
MeLleHbl cepTudunkaTsl.

3. OTkpoKrTe HY>XHYI0 Nanky n ebibepute ceptudukar.

4. BbI30BMTE OKHO CBeAeHWUN O CepTVICbM KaTe ABOMHbIM LLEeNYKOM JIEBOM KHOMKN Mbl-
wu.

OTKpoeTCcsa CTaHAapTHOE OKHO CBeAEHU M O cepTudmkaTe.

Ana npocMmoTtpa ceptucdukaTta cpeactsamm CK3U "KoHTuHeHT TLS-knuneHT":

1. Bbibepute B rnaBHoM MeHto CK3W "KoHTUHeHT TLS-knueHT" nyHkT "Cep-
TnudukaTbl", a 3aTeM BKNagKy C TpebyeMbiM TUMOM CepTUdMKATOB Ha NaHenu
WHCTPYMEHTOB.

B obnactn otobpaxeHus nHdopMaunum NosIBUTCA CMUCOK YCTAHOBJIEHHbIX Cep-
TndunkaTos.

2. BbI30BUTE OKHO CBEAEHMUI O cemech KaTe ABOMHbIM LLLENYKOM JIEBOM KHOMKN Mbl-
wumno COOTBETCTBYPOLIJ,EVI CTPOKE CNnCKa YCTaHOBNEHHbIX CepTMq)M KaToB.

OTKpoeTCcsa CTaHAapTHOE OKHO CBeAEHUM 0 cepTudmkaTe.

MpumeyaHue. SkcnopT cepTudmkata MoxXHO BbInonmHUTL cpeactBamm OC Windows. [ns atoro
nepenauTe B OKHe CBEAEHNI 0 cepTudmkaTe Ha Bknaaky "CoctaB" u HaxmuTe KHonky "KonnposaTb B
cann...".

YnpasneHue CRL

KOHTUHEHT TLS-K/IMeHT NO3BOJISIET B aBTOMaTUYECKOM UM PyYHOM pexunMe 3a[aBaThb
CDP, npu aTOM aBTOMaTMuyeckn ckaumsas CRL ons nposBepkn BanuAHOCTU UCNONb-
3yeMbIx cepTudumkaTos. BoamoxeH n nmnopt CRL Bpy4HYtO.

Hactponka CDP

Ecnn ucnonb3yembie ceptudukartbl cogepxaTt uHdbopmaumto o CDP, CK3UM "KoH-
TUHEHT TLS-knMeHT" nonyunT ee npu uMmnoprte ceptudmkaTos. a5 aBTOMaTUYECKOMN
3arpy3ku CDP nMnopTupymnTe KOPHEBOW UM CEPBEPHbLIN CepTUdUKAT, KaK ONMcaHo
Ha cTp. 26.

Ecnm e uMnoptupoBaHHble ceptudukaTtbl He cogepxxat CDP, To gobaBbTe CnmMcok
CDP BpyuHYy!to.

Ana HacTpoitkn cnucka CDP BpyuHylo:

1. Bbibepute B MeHio Hactpoek CK3U "KoHTUHeHT TLS-knmeHT" nyHkT "Cep-
Tnounkatol", sknagky "CDP".

B obnactn otobpaxeHns nHdopmMaLMm OCHOBHOIMO OKHa NOSABUTCS CMMCOK UCMOSb-
3yeMbix CDP.

2. HaxmuTte kHonky "dobaBuTb".
Ha sakpaHe nosiBuTCcs okHO ansi BBoga URL CDP.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 27
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Nobaenenne CDP

[ htp:// 0|

3. BeeauTe agpec CDP 1 HaxxMuTe KHOMNKy "CoxpaHutb".

Ha skpaHe npoun3oigeT Bo3BpaT Bo Bk1aaky "CDP" c 06HOBNEHHbIM CMTMCKOM Napa-
METpOB.

4. [na pepakTMpoBaHUS unu yaaneHus aobasneHHoro nonb3osatenem CDP Bbibe-
puTe ero B COOTBETCTBYIOLLEM CMTUCKE N HAXXMUTE HA NaHEIM MHCTPYMEHTOB KHOrM-
Ky "Pepaktnposatb" unun "Yoanutb".

3arpy3ka CRL

ABTOMaTunuyeckas 3arpy3ka CRL npouncxoamT cneayrowmmm cnocobamm:
e B pe3ynbTaTe gobasneHns CDP nocne nmnopta ceptudunKaTos;

e COrflacHo pacnucaHuio, 3agaHHoMy B HacTponkax N0 (cm. cTp. 31).
CRL MoxeT 6bITb A06aBneH Bpy4YHY0 CneayroLmmm cnocobamm :

e umnopt parna CRL;

e 3arpy3ka CRL n3 CDP (ecnu oH nony4eH);

e umnopt darna CRL c nomowbto cpeacts OC Windows.

Ecnm no kakon-nnbo npmunHe CRL He yaanocb ckayaTb AW OH 6bln yaaneH ns cuc-
Temsbl, To B Tabnmue CDP otobpasntca coctosiHmne CRL.

Y106l 06HOBUTBL Cpa3y Becb cnncok CRL, BbinonHUTe ckaumBaHue CRL Bpy4Hyio.

Ans unmnopra ¢daina CRL:

1. BbibepuTe B rnaBHoM MeHto CK3U "KoHTuHeHT TLS-knneHT" pasgen "YnpasneHue
ceptudunkatamm" n Bknagky "CDP".

B obnactn otobpaxeHuns nHdopMaL M NoSBUTCA CMMCOK nmetowmxcs CDP.
2. HaxmuTe kHonky "MmnoptuposaTb CRL".

Ha akpaHe nosiBuTCSA CTaHAApTHOE OKHO OTKpbITUA danna.
3. YkaxwuTe 3arpyxaemblin dann CRL n HaxxmMmTe KHonky "OTKpbITh".

HauHeTcs 3arpy3ka. [ocne ycnewHoro 3aBeplieHns onepaunm Ha sKpaHe nos-
BUTCS COOTBETCTBYHOLLEE MH(OPMaLMOHHOe cooblieHue.

4. Haxmute kHonky "OK".

Ansa 3arpy3sku daitna CRL BpyuHyO:

1. BbibepuTe B MeHto HacTpoek CK3U "KOoHTUHEHT TLS-knneHT" NyHKT "YnpaBneHne
ceptndunkatammn", a 3atem Bkaaky "CDP" Ha naHenn MHCTPYMEHTOB.

B obnactn otobpaxxeHuns nHpopMaLmm 0OCHOBHOIMO OKHa NosiBUTCS cnncok CDP.

2. Ecnmn CDP He nponucaH B yCTaHOBEHHOM cepTudukarte nnm He gobasneH nosb-
3oBaTesnieM, To Heobxoammo aobasuTb CDP (cM. Bbile, npoueaypa HaCTpPOWMKu
cnucka CDP).

3. HaxmnTe Ha naHenun NMHCTPYyMeHTOB KHorMKy "CkayaTb CRL".

HauHeTca 3arpyska. ocne ycnewHoro 3aBeplieHns onepaumMm Ha aKpaHe nos-
BUTCA COOTBETCTBYHOLLEE VIHCbOpMaLI,VIOHHoe coobuieHme.

4. Haxmute kHonky "OK".

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 28
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Hactpowka coeauHeHumn

B cnyuae coBmecTHOro ncnonb3sosaHunsa ¢ CK3M "KoHTuHeHT TLS VPN Cepsep". Bepcus
1.2" Heobx0anMO Cco34aTb U HACTPOUTb COEANHEHME C HUM U 06aBUTb AOCTYMHbIE pe-
cypcbl (CM. HUXeE).

B cnydae coBMecTHOro ucnosb3oBaHms ¢ CK3M "KoHTUHeHT TLS- cepsep". Bepcusa 2"
HeobxoaAMMOo Co34aTb M HAaCTPOUTb COeANHEHME C HUM (CM. HUXE), NOSTyUYnUTb UK 06-
HOBWTb CMMCOK ero pecypcos (cM. ctp. 30).

C noMoLLbIo NaHenu MHCTPYMEHTOB pa3Aena Mnosb30BaTeslb MOXET OTPeAaKTUpoBaThb
WM yoanuTb paHee Co34aHHOe coeAMHeHue, a Takxe BblbpaTb BWMA OTOOpaxeHus
WHdOopMaLmn: cnmncok nnu Tabnuua.

+ Aobagute ﬁ PesaktupoBate x ¥aanute E Pexun oToBpameHna

[naBHan

CoeguHeHHA

& proxy.gost2012.ru
ﬂ proxy2.gost2012.ru

@ semver

TLS-KJ/IMEHT OCYLUEeCTBASIET TPU TUMA COeAUHEHMUNA:

Tvn O6o3HayeHmne Knacc

TLS-cepsep 4 CepBep
HTTPS-npokcu i) Pecypc
TyHHENb A Pecypc

Ana po6aBneHust HOBOro coeguHeHus:

1.

4.

B ocHoBHOM MeHt0 TLS-knueHTa BbibepuTe NyHKT "MMaBHasa".

B o6bnactn otobpaxeHuss wunHdbOpMaLUM OTKPOETCS CMUCOK MMEKLMXCA 3a-
LWMLLEHHbIX pecypcoB 1 TLS-cepBepoB (COeanHEHUI).

BbibepuTe 3aknagky "= foGaewte" Ha nanenu MHCTPYMEHTOB, @ 3aTEM HYXHbIN
knacc ("Cepsep" nnm "Pecypc") B packpblBLIEMCS CIINCKE.

B npasoii yactu obnactn otobpaxeHus nHdoOpMaLnm OCHOBHOIO OKHa NOSABUTCS
COOTBETCTBYIOLLMIA CMNCOK HACTPOEK.

BeBeanTe HeobXoanMble NapaMeTpbl AN HACTPOMKN COEANHEHUSA N HAXXMUTE KHOM -
Ky "CoxpaHuTtb".

BHumaHue! Anpeca cepBepoB 1 pecypcoB He MOTYT BbiTh 3ajaHbl CUMBONAMM KMPUNINLbI.

Ecnu Heobxoanmo nobaBuThb elle 0gHO coeanHeHue, nosTopute nn. 2, 3.

Dns peaakTMpoBaHUsA COeAUHEHUN:

1. [ns BHECEeHMS U3MEHEeHUI B NapaMeTpbl coeanHeHUs BbibepuTe ero B Cnncke coe-
OVNHEHUI N HAXXMUTE KHOMKY " (P PenakTMPOEaTe" a3 nanenu MHCTPYMEHTOB.
B npaBoi yactn obnactu otobpaxxeHus MHdOpMaLMn OCHOBHOIO OKHa MOSIBUTCS
CMMCOK HaCTpPOeK COOTBETCTBYIOLLLErO COeANHEHUS.
2. BHecuTe HeobxoAVMble U3MEHEHUWS B NapaMeTpbl COEAMHEHUS U HAXMUTE KHOMKY
"CoxpaHuTb".
CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 29
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Dns yapaneHmna coeguHeHus:

1. [na ypaneHus coeamHeHus BblbepuTe ero B CNUCKe COEAMHEHWIA U HaXMuTe
KHOMKY "X YaanwTe" ya nanenu WHCTPYMEHTOB.

2. HaxmuTe kHonky "[1a" B NOSBUBLUEMCS OKHE NOATBEPXAEHMUS.

Mo ymonuyaHuio B HacTpomkax TLS-kIMeHTa yCTaHOB/IEHO aBToMatmyeckoe o06-
HOBJIEHME CrKCKa pecypcoB cepBepa coeanHeHun (nogpobHee o HacTporikax 06HOB-
JNIeHNs1 pecypcoB cepBepa cM. cTp. 37 ). Ecnm B pe3ynbTate NpoBEpPKU CMMCOK pPeECYpPCoB
cepeepa 6yaeT NMpu3HaH HeakTyanbHbIM, pPSAOM C aApecoM cepsBepa B CUCKe coe-
OVWHEHWI MOSBUTCA CTaTyC "CNMCOK pecypcoB HeakTyaneH". Ha akpaHe NosBUTCS UH-
dopmaumoHHoe cooblieHne o Hanmumm obHoBEHU. Takoe Xe coobleHne NosBnTCA
npu gobaBneHnn HOBOro cepBepa B CNMCOK COEANHEHU.

X

KoHTuHeHT TLS-knnenTt. Onoeewenne

o CbHapyx#eH cepeep o0HOBASHMWA
KoHbWrypauwrum. HTobel NpoBepUTE CNMCOK

PECYPCOE, HaXMKWUTE 24eCh.

Ans nonyyeHusa nnm o6HOBNIEHUA CMIMCKA pecypcoB cepBepa:

1. Haxmute Ha MHDOPMALIMOHHOE COOBLLEHNE B MPABOM HUXHEM Yy 3KpaHa.

BHumanume! Ecniv Heo6xoa1mo oTMEHUTL 0BHOBIEHME, HAXMUTE X,

Ha skpaHe nosasunTcsa okHO Bblbopa cepTudurkaTa.
2. BbibepuTe Tpebyembliin cepTnduKaTt U HaxxmmuTe KHonky "OK".

Ha asKpaHe nosBUTCA OKHO Ans BBoAa MNapons A4ns [oCcTyna K Kpun-
TorpacdmyeckoMy KOHTEMWHEpy, eciM NMpu co3aaHUM KOHTelHepa He 6blna Bbl-
6paHa onuus "3anoMHUTbL Naposb".

3. BeeauTe naposnb n HaxmuTe KHonky "OK".

Mocne yaauHoro o6HOBNEHWNS Ha SKpaHe NOSIBUTCA COOBLLEHME O TOM, UTO CMIUCOK
pecypcoB cepBepa 06HOBMIEH. [TOCMOTPETb ero MOXHO, BbIGpaB HYXHbI cepBep B
Cr1CcKe CoevHEHUIA.

Pexunm ynpoLwjeHHOoro noaknro4veHus

PexuM ynpoLieHHOro noAKlYEeHUS MO3BONSET MOMb30BaTEeN0 YCTaHaBAMBaTb CO-
eAVHEHNS C 3alMLWeHHbIMM pecypcamMmmn npu npobnemax c cepBepHbiMK cepTudmka-
Tamu (ecnn BK/IKOYEHWE AAHHOro pexuma AonyckaeT nonamtmka MHQOpMaLMOHHON
6e3o0nacHOCTN KOMMaHun).

Mo yMON4YaHUIO peXxuM yrnpoLleHHOro NOAK/IIOYEHNS OTK/OUEH, @ BO3MOXHOCTb €ro
BK/IIOYEHMS 3abnokmMpoBaHa. Bo3MOXHOCTb BKIIOYEHNS JAHHOMO peXuMa 334aeTcs B
OCHOBHbIX HacTporkax paboTbl MO TLS-knneHTa (cM. cTp. 32). Npn BKIIOYEHUU peXU-
Ma MrHOPUPYHOTCA HAaCTPOMKN :

e "3anpawwnsaTtb AobaBneHne Apyrux cepBepHbIX cepTudmnkaTos”;

e "[poBepaTb cepTudunkatol no CRL";

e '"lMpoBepsiTb NOANMHHOCTb cepTudnkaTos" (Ha ctpaHuLe cepTMdurKaTos),
a TaKXXe CPOKU AeCTBUSA cepTMhUKATOB.

Mpy NOMbITKE BK/OYEHWUS PEXMMA YMPOLLEHHOrO MOAK/IHOYEHUSA MOSb30BATENb NO-
JY4YUT MHGHOPMALMOHHOE COOBLLEHME O CHUXEHUM YPOBHS 6€30MacHOCTM M 3anpoc O
NoATBEPXAEHMU U3MEHEHUS peXMMa paboThl.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 30
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BrAHUEHME pExXMMa
YNPOWEHHOTO NOAKAHKUEHWA
MPMEEAET K CHUMEHWHD YPOEHA
BezonacHocTk! Bol YEEPEHkl, 4TO
HOTUTE Br0 BKAUMTET

Mocne BKAOUEHNS peXnMa ynpoLeHHOoro noaktoyeHns 3Haqyok TLS-knameHTa Ha na-

Henu 3aaa4y OC Windows n3aMeHuUT BUA Ha E, npeaynpexaas o ToM, 4yto TLS-kaneHT
paboTaeT B peXmnMe ynpoLLeHHOro NoaKIto4YeEHUS

B obblyHOM pexume paboTbl TLS-KNMEHT npoBepsieT BaJMAHOCTb CEPBEPHbIX Cep-
TnbunkTos. Ecnn ceptudukat npusHaH HeaencTBUTENbHbIM, COeauHUe He ycTa-
HaB/IMBaETCH.

B pexume ynpoweHHOro noakayeHns 3agada npoBepKn Ha A0BEpPUE MoflydaeMblX
CepBEPHDbIX CepTMd)VI KaToB BO3J10)KEHA HA NOJIb30BaTENIA.

Mpy nonbITKE MNOAKAYEHUS K 3alUULLEHHOMY Pecypcy B peXuMe YMpOLEHHOro
NMOAK/IOYEHNA HA SKpaHe NOSBUTCS OKHO C nHdopmaumnen o ceptudukarte. TLS-knm-
€HT NpeanoXuT NOMb30BaTeNl0 CAaMOCTOATENIbHO ONpeaennTb CTeNeHb A0OBEpUS K
ceptudukaty. Ecnm nonb3oBaTtenb Npu3HaeT ero AOBEepeHHbIM, CoeAnHeHune C pe-
cypcom byaeT ycraHoBneHo. lMonyyeHHbI cepTudukat 6yaet gobasneH B XpaHunamiie
CcepBepHbIX CEPTUPMUKATOB NIOKaSIbHOr0 KOMMbOTEPa.

Ana npusHaHuna cepTudunKata OBEPEHHbIM:

1. BxkouunTe pexxum yrnpoleHus coeanHeHns.

2. HauyHuTe nonbIiTKY MOAKIOYEHUS K 3alUMLLEHHOMY pecypcy. Ecnm nony4daembii
CEpBEPHbIV cepTUdUKAT HeBaNMAEH, Ha 3KpaHe MosBUTCA COobLieHUEe C UH-
dopmaumen o ceptTudunkaTe u NpeasioxXeHmne o NPU3HaHMM ero JOBEPEHHbIM.

3. Ecnu Bbl npu3HaeTe cepTudmKaT AOBEPEHHbBIM, HAXXMUTE KHONKY "[lo6aBuTh".

Ceptudukar 6ynetr nobaBneH B XpaHUIMLLE CEPBEPHbIX cepTuduMKaToB, noa-
KJIlOUEHMe byeT yCTaHOB/EHO.

4. Ecnv Bbl pelinTe He J0BepATb cepTUdmnKaTy, HaxmmTe KHonky "OTMeHa".
YcraHoBKa nogkntoyeHns 6yaeT 3anpelyeHa.

Hactpowka napameTpoB pabotbl TLS-knueHTa

MO TLS-knneHTa No3BoNseT:

e HacTpauBaTb napameTpbl paboTsl MO;

e OCYLLEeCTBNATb ynpaBfeHue ceptmdunkatamm;

e nobaBnsATb, pefakTMpoBaTh U YAANSATb COeAMHEHUS € pecypcamu TLS-cepsepa.

N3meHeHne napameTpos N0 TLS-kamMeHTa OCyLLEeCTBASETCS Yepe3 MEHIO HACTPoeK, Bbl-
30B KOTOPOro npomcxoamT npu Bblbope nyHkTa "HacTporikn" B rnaBHOM MEHHO OCHOB-
HOro okHa TLS-knuneHTa.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 31
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Hactponku

W OCHOEHLIE

@& BHewnwi npokcu

-IEI- ¥NpaeneHne KoHOUIypaume
% ObuoeneHwa

o ayar

g BHEeWwHWIA Bug

E’ PerucTpawyA

BHuMaHue! [Ins u3aMeHeHUs HacTpOeK NPOKCUPOBAHMUS, OBHOBMEHMIA U TYHHENMPYEMBIX MPUOKEHUI
TLS-KnMeHT credyeT 3anyckaTh 0T UMEeHU afiMUHUCTPATOPa (Yepes KOHTEKCTHOE MEHIO).

OCHOBHbIE HaCTPOWKK

Ana HacTpoiku TLS-kneHTa:
1. BbibepuTe B MeHI0 HacTpoek NyHKT "OCHOBHble".

B obnactu OTOGpa)KEHMFI VIHd)OpMaLI,MM OCHOBHOIo OKHa OTKpPOETCA COOTBET-
cTByrouwiee noaMeEHIO.

OcHoeHble
Hacrpoiikm ceprudukatos
CepTHOMKAT NOALIOBATENA NO yMOAuakMio:  Hassanwe ceprudurara T £EPOC

MpeaynpexaaTs 06 WCTEUEHMN CPOKA AeMCTBMA NONL30B3TENLCKMX CEPTHOMKATOB 38 14 Aved

¥| 3anpawnEate 4063BNEHHE APYIMX CEPEEDHBIX CEPTHONKATOR

Hacrpoiikn CRL

v MNpoBepaTe CepTidikaT no CRL

PazpewnTs paBoTy CUCTEMBI NOCAE MCTEUSHIA CPOKA AelicTena CRL & Teuenme 0 anedt
v Ckauneats CRL agToMaTHMUYECKH

Nepwog ckaumeamna CRL 12 Hacoe

Hacrpoiikm npokcwpoBanna
| WcononezoBate HENPO3padYyHoe NPOKCHPOBaHWe
MNopr: 15197

[ camorectuposanme apaiisepa NPO3PANHOO NPOKCHPOBAHKA

Hactpoikm TyHHeEAnpYeMbIX NPUAOKEHWIA
32nYCKaTE TYHHEAMPYSMLIS NPUACKEHUA NO CCLIAKAM

+| YBEAOMARTE O 33MyCcKe NPUASNEHNI

Pexcim sanycka
3anyckaTe NpW CTapTe CWCTEMBI

Mpu 2anycKe CBEPHYTE B CUCTEMHBIR Tpei

Hacrpoiixm paBorel npunomeHma

~| Moareepxaats chpoc coeguHeHni

Hacrpoiikm nogrnroueHma

Npotokon TLS: M51.0nT51.2 -

HacTpouTs NapaMeTpsl wroponabopos

Pexim yPOLEHHOTO NOKKOHEHNA

Coxpanmte Omaernte

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 32
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[Ona aBTOMaTnyeckon ayteHTUdmUKaunm npu nogkaoveHnmn K TLS-cepeepy noa
ornpeaeneHHbIM NOMb30BaTeNeM ClefyeT yKkasaTb ero cepTuduKkaT, HaXKas KHOMKY

~l. BNpOoTMBHOM Cry4ae nepexoamTte K n. 4.

Mpumeyanue. Ecnv nnaHupyeTcs NOAKMIOYEHNE K PECYPCAM HECKOMBKUX CEPBEPOB, UCMOSb30BaTh
[aHHYI0 HACTPOIIKY HEe PEKOMEHYETCS.

Ha skpaHe nosaBuTCSH OKHO AN15 Bblibopa cepTudmkara.
YKaXuTe HYXHbIW cepTU@uUKaT n HaxxmMmTe KHonky "OK".

MpumeyaHue. Ecnu ceptudmkat nons3oBaTens, Bbi6paHHbIii Ans NOLKNIOYEHUS N0 yMOMNYaHMIo, CTa-
HeT HefeMCTBUTENbHbIM, NPWU NOMbITKE MOAKMIOYEHNUS NOSIBUTCS COODLLEHNE O HEBO3MOXHOCTM
MCNOMNb30BaHUS [JAHHOTO CEpTUdUKATa, a CaMo MOAKIIYEHUE YCTaHOBMEHO He byaeT. Wmsi He-
BanMaHOro ceptudmkara u ero cratyc byayt otobpaxatscs B pasgene "YnpasneHue cepTudmka-
Tamu", Ha BKnagke "lMonb3oBaTenbckue ceptudmkathl”. Ang yCTaHOBNEHNS NOAKMOYEHNS BbIbepuTe
HOBbIW CepTU(MKAT N0 yMOMUAHMIO, KaK OMMUCAHO BhILLE.

Bbi6epuTe neproa Ans ctapta nosiydeHums npeaynpexaeHms ob nctedyeHmnmn cpoka
LelcTBuSA cepTudmKaTa nosb3osBaTens.

Eciv nonntmnka mHdbopMaunoHHOMW 6e30nacHOCTM KOMAAHWKM MO3BOASET MONy-
YeHMe Mo CeTU CepBepHbiX cepTudnkaToB MHMOPMALMOHHBLIX pecypcoB, ycra-
HOBMTE OTMeTKy B none "3anpawwsaTb JobaBneHve [Apyrux CepBepHbIX
ceptudunkaTtos".

BHumaHue! Hactpoiika faHHOro napameTtpa urHopupyetcs npu paboTte B pexume YnpoLLEHHOro
COeMHEHMS.

[nsa opraHnsaunm NnposBepku NOAIMHHOCTM cepTudukaTta no CRL yctaHosuTe dna-
oK "lMpoBepsTb cepTndukatol no CRL".

BHuMaHue! Hactpoiika fjaHHOro napameTtpa WUrHopupyeTcsi nNpu paboTe B pexuMe YnpoLLeHHOro
COEAMHEHNS.

Ons HacTpolkn nepuoaa aBTomaTudeckoro obHoBneHnsa ceptngpumukarta CRL ycra-
HoBuTe pnaxok "CkaumsaTb CRL aBTOMaTUyeCckn" 1 yKaxumTe HY>XHbI nepuosi B
COOTBETCTBYIOLLEM NOJE.

B cnyyae ncnonb3oBaHMs HENPO3paYyHOro pexmma TLS-KneHTa yCcTaHOBUTE OT-
MeTKy B nose "Mcnonb3oBaTb HEMPO3payHOE MPOKCMPOBAHME" M YKaXUTE Bbl-
Aensiembl a4ns aToro nopt (noapobHee 0 HACTpoOMKax NPoOKCK cM. CTp. 34).

[Ona BKAIOYEHNS CaMOTECTMPOBAHMSA MPO3PavyHOro pexuma NpoKCUPOBAHUS MpU
crapte TLS-knMeHTa NnocTaBbTe COOTBETCTBYHOLLYIO OTMETKY (MO YMONYaHUIO Mpo-
ueaypa oTK/oYeHa).

10./[11s pa3pelleHns aBTOMAaTUUECKOro 3anycka TYHHENMPYEMbIX MPUNOXKEHWUI MO MU-

NnepccblsiIkaM YCTaHOBUTE COOTBETCTBYOLLYHO OTMETKY.

11.HactpouTe pexxunm 3anycka M0 TLS-knmMeHTa npu cTapTe cucteMbl (Mo yMOAYaHUIo

BKJIHOYEHO).

12.BbibepuTte pexnm otobpaxeHus MO nocne 3anycka (Mo yMoNYaHUIO BbIK/THOYEHO).

B 06bI14HOM pexxnMe OTKpbIBaAeTCd OCHOBHOE OKHO TLS-knneHTa 1 NosiBAsSieTcs 3Ha-
yok B naHenun 3agad OC Windows. Ecnn HacTpoWka akTuBMpoBaHa, raBHOE OKHO
MHTepderica Npu 3anycke OTKpbIBaTbCs He byaeT.

13./1ns nonyyeHuna npeaynpexaaoLlero coobLieHns o c6poce BCEX YCTAaHOBIEHHbIX

coeAnHEHWI yCTaHOBUTE OTMeTKY B norse "lMoareepxaatb cOpoc coeamHeHunn".

MpumeyaHue. B Takom cnyyae npu BbiGope B KOHTEKCTHOM MeHHo TLS-knneHTa komaHab! "Copoc coe-
AMHERUIA" Ha 3KpaHe NosBUTCA co0BLLEHIe 0 He0BXOAMMOCTM NOATBEPXKAEHUS KOMaHAb!. [ing copoca
coefuHeHuM HaxmuTe kHonky "[la", ans Bo3spaTta k paboTe HaxmuTe kHonKy "HeT".

14./1na BkNOYEHUSs, B CsTydae Heob6xoaAMMOCTU, peXmMa yrpoLLEHHOMO NOAKIIOYEH WS

noctaBbTe OTMETKY B COOTBETCTBYKLlee none (noapobHee o pexume noa-
KJIIOYEHHOro coegnHeHns cM. cTp. 30). Mo yMONYaHMIO pexuM BbIK/IOYEH, @ Ha-
CTporika 3abnokmpoBaHa.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 33
PykoBOACTBO NO 3KCniyatauum



© KOMMAHMA "KOA BE3OMACHOCTK"

BHumaHwue! [1ns BHeceHWs U3MEHEHWIt B AaHHYI0 HAacTPOiiky Heobxoanumo nepesanyctutb TLS-knu-
€HT OT MEHV agMUHNCTpaTopa.

15./1n5 coxpaHeHWs BbIMOSIHEHHbIX HACTPOEK HaXXMnTe KHomnky "CoxpaHutb".

HacTpoiku npokcu

Henpo3pauHoe npoKkcupoBaHue

Ncnonb3oBaHMe HeNpo3payHOro MpoOKCU-cepBepa AAaeT BO3MOXHOCTb MoANULIN-
poBaTb 3anpoc U/UnmM OTBETLI MNOJIb30BaTeNs.

Ecnm nonntmka wnHpoOpMaumMoHHOM 6e30macHOCTM Balled OpraHm3auuu npeay-
CMaTpuBaeT HEeMnpo3payHoe MpPOKCMPOBaHME, HEOB6XOAMMO HACTpPOMTb MapaMeTpbl
paboTbl MPOKCU-CEpPBEpPA B 3TOM peXume.

Ana Mcnosib3oBaHUA HENpPO3pavyHOro KONMpoBaHUS:

1. 3anyctute TLS-KAMEHT OT MMEHM aaAMMHUCTpaTopa M nepengmte B pasaen "Oc-
HOBHblE HacTponku".

2. [llocTtaBbTe OTMETKY B noJse "Mcnosb3oBaTh HEMPO3padHOe NpokcupoBaHmne"
3. YKaxwuTe BblaensiemMblii 4ns 3Toro nopr.

BHumanme! MopT Henpo3payHoro pexuma — yHUKarbHbIi napameTp, KOTOpbIi HEOBXOAUMO BBO-
AUTb ANS KaXO0ro nonb3oBartens 3aHoBO. [py BXOAE NOZ YHETHOM 3anuChio ApYroro nonb3oBaTens
Henpo3payHbIil PEXMM, HECMOTPS Ha NPOCTABMEHHYI0 OTMETKY, OyAeT HEAOCTYNEH A0 TeX Nop, noka
noNb30BaTENb HE YKAXET CBOW MHANBUAYANbHbBIA NOPT.

4. [lepenanTte B OCHOBHOE OKHO TLS-knneHTa n BbibepnTe HYXXHOE coeanHeHne n3
cnucka.

OTkpoeTca AONOMHUTENbHOE OKHO HaCTpOVI K1 napaMeTpoB COEANHEHNA.

5. Ecnu B kayecTBe TMNa coegnHeHMs C peCypcoM BblbpaH NpoKcu, B HACTPOMKaxX UH-
TepHeT-6pay3epa ykaxuTte localhost B kauecTtBe agpeca HTTP- n SSL-npokcun-cep-
BEpa, a TakXXe nponuiunTe TOT Xe nopT.

MpumeyaHue. Mpu ncnonb3oBaHUM MHTEPHET-Opaysepa Firefox ans koppekTHOM paboTsl B pexume
Henpo3payHoro  MpOKCMPOBaHWS  HeobXxoguMMO  MMMOPTMPOBATb  KOPHEBOW  cepTudmkar
ContinentTLSClientRoot, Haxogswwmics B XpaHunuLie OOBEPEHHbIX KOPHEBbLIX LEHTPOB CepTu-
cmkaumu, B xpaHunuuie ceptudukatos Firefox.

6. Ecnm B kayecTBe TMNa CoeanHEeHMNs C pecypcoM BblibpaH TyHHEsb, B aAPeCHOM CTpo-
Ke MHTepHeT-bpay3epa ykaxxute B Kayecrtse agpeca 127.0.0.1 n HoMep fokanb-
Horo nopta (Hanpumep, 127.0.0.1:2000). B cnyyae noaknio4veHms nosb3oBatens
C NoMoLWbIo yaaneHHoro paboyero crona agpec Heo6xoanMMo BBOAUTL B aAPECHYIO
CTPOKY OKHa Bbl30Ba yAaneHHoro paboyero crona.

BHumanme! Homep nokanbHoro nopta npy COeAMHEHUM B PEXUME TYHHENS — YHUKaNbHbIA napa-
METP, KOTOpbI HE0OXOAMMO BBOANTL [N1S1 KAXAOT0 COEANHEHWS OTLEMBHO.

BHeWHUN NPOKCHU

[ANnA HacTPOMKU MOAKNIOUEHUS K UHTEPHETY uepe3 BHEWHUN NpoKcu-cep-
Bep BPY4HYIO:

1. BbibepuTe B MEHI0 HAaCTpoeK NYHKT "BHewWwHWIH npoken".

B obnactn otobpaxeHus nHdoOpMaumMm OCHOBHOIO OKHa 0Tob6pa3nTCa COOTBET-
CTBYIOLWMI CMNCOK HacTpoek.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 34
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BHewHwuin npokcu

Ha CTPaWESTE SETOMATHYECKH

v McNoNe30EaTe EHEWHWE NPOKCU-CEPEED

Agpec: 1]
MopT: 1]
WMcknioueHna (aapeca pazaenarTch )"k

AyTeHTHDMUKaLMA: ABToMATUYECKWA BoIBop -

MCNone20EaTE YUYETHLIE JaHHEIS TRKYLLErD NOALICBATENA AN8 SBETOPU3aLMK

C6poc napona

CEPCCIATE

YcTraHoBUTE OTMETKY B none "Mcnonb3oBaTb BHEWHWNIA NPOKCN-cepBep”.

B none "Appec" BBeauTe IP-agpec nnm nmsa npokcu-cepsepa. B none "Mopt" —
NopT A/151 NOAK/II0UYEHM S K MPOKCU-CEPBEPY.

BbibepuTe cnocob ayTeHTUdMKALMKN 1 3aM0HUTE COOTBETCTBYIOLME AaHHbIe.
PaspelwwinTe, NoctaBuB OTMETKY B COOTBETCTBYIOLLEM MOSE, UCNONb30BaTb yyeT-
Hble JaHHble TeKyllero nonb30oBaTens Ans aBTopu3auum (ecnm 3TO AonycKaeT
nonMTUKa MHgopMaLMOHHOM 6e30NacHOCTM BaLl e KOMNaHum).

Mpn HeobxoaMMOCTM yKaXXuTe CNMCOK MUCKYeHu (nepedyeHb IP-agpecoB mam
CeTeBbIX MMEH, pa3aeneHHbIX cnMmeosiom ";").

[nsa 3aBepLUeHns HAaCTPONKM U MPUMEHEHMUS BBEAEHHbIX MW UCMPaBfIeHHbIX 3Ha-
YeHM NapaMeTpoB HaXXMUTe KHonky "CoxpaHnTb".

Ana aBTOMAaTU4YECKON HACTPOMKM NOAKIIIOUYEHUS K MHTEPHETY Yepes BHell-
HUH NPOKCU-cepBep:

1. BbibepuTe B MEHI0 HAaCTpoeK NYHKT "BHewHW npokcn".
B obnactn otobpaxeHus nH@oOpMaumMm OCHOBHOIO OKHa 0Tob6pa3snTCca COOTBET-
CTBYIOLWMI CMNCOK HacTpoek.
2. YcraHoBMTE OTMETKY B nosne "HactpanBaTb aBTOMaTMyecku".
CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 35

PyKOBOACTBO MO 3KCMJlyaTaLuum



© KOMMAHMA "KOA BE3OMACHOCTK"

BHewHWi npokcw

' HaCTpaweaTe 3ETOMAaTHYECKH

[ vicnoneaoeate eHewHwii npokcu-cepeep

Aapec

MNopT:

Mcknrowesns (agpeca pasgensTca ")

AyTeHTHDMEILMR: ABTOMaTHYECKWA BoiGop -

Mcnone20BaTh YUYETHRIE JaHHBIE TEKYLLErD NOAL30OBATENR ANA ABTOPM2ALMM

C6poc napons

CEPQLCUTE

3. TLS-KNMEHT NpUMEHUT ANs HaCTPOMKM MapaMeTpoB MPOKCU-CepBepa CyLlecT-
BYHOLLME HACTpOliku bpay3epa aBTOMaTUYECKN.

MpumeyaHue. Crnncok pecypcos ByaeT aBTOMATUYECKM NMOMELLEH B UCKMIOYEHMS) B CUCTEMHBIX Ha-
cTpoiikax 6paysepa. B ocranbHbix nonsx rpadymyeckoro MHTepdeiica nonL3oBaTesNs NosBATCS 3Ha-
YeHud, COXpaHeHHbIe B CUCTEMHbIX HaCTpOVIKaX.

4. PaspewunTe, NOCTaBMB OTMETKY B COOTBETCTBYIOLWEM MOJie, NCNOb30BaTb YYyeT-
Hble AaHHble TEeKYyLLero nosb3oBaTens Ans aBTopm3aumun (ecim 3TO AonycKaer
nonnTuka nHdopmMaummoHHoM 6e30NacHOCTM Baller KOMMaHum).

5. [ns npuMeHeHus HaCTPOMKN HaXMUTe KHOMKyY "CoxpaHuTtb".

B HacTpoikax BHeELWHero npokKcuM-cepeepa npeaycMoTpeHa BO3MOXHOCTb cbpoca Te-
KyLLero naposns Ass 4OCTyna K NpoKcu-cepeepy.

Ansa c6poca napons K NpoKcu-cepeepy:

1. Haxmute kHonky "CbpocuTb".

2. Haxmute kHonky "[1a" B NOosSIBUBLLEMCS OKHE NOATBEPXAEHUS.

Mpu cneayloweM NOAKIOYEHUN K yZAaNeHHbIM pecypcaM MpoKcu-cepeep notpebyet
BBOAA HOBOIO NMaposisl, KOTOPbI Monb30BaTe b NpeaBapuUTENbHO LO/MKEH byaeT nony-
YWUTb OT aAMUHUCTPaTOpAa.

YnpaBneHue KoHdurypaumen

Hacrponkamu TLS-knmeHTa npeayCcMOTpeHa BO3MOXXHOCTb MMMOPTa/3KCcnopTa KOHMU-
rypaunmm Hacrtpoek B Buae ¢anna c paclumpeHmeMm *.json (aanee — HaCTpPOEYHbIN

dawnn).

BHumanme! Mpu umnopTe/akcnopte KOHDUIypaLunum HacTpoeKk KOpPHEBbIE, CEPBEPHbIE CEPTUdDMKATLI U
cepTudmkaT  nonb3oBaTens He  nepeHocATcA.  Mx, npu HeobXOAMMOCTH,  HYXHO  WM-
NOpTUPOBATL/AKCNOPTUPOBATL OTAENBHO.

HactpoeuHbiin hann coaepxut B cebe napameTpbl Ansa HacTporiku pabotsl M0. OH Tak-
XXEe MOXET BK/4YaTb B cebsa perncrpaumoHHble JaHHbIE M CMUCOK pecypcoB Ans co3aa-
HUSA 3alNLLEHHOrO COeAMHEHNS.

HacTponku, cogepxalumecst B pannie, 3aMeHSIIOT UMEOLWMECSs HAaCTPOMKK paboTbl TLS-
K/IMEeHTa M BCTynawT B AENCTBME HEMeA/IEHHO MOC/e YCMEeWHOoro MMnopra Ha-
CcTpoeyHoro canna.

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 36
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BHumaHme! Hactpoitkn, koTopble Obinu onpeaeneHbl Nonb3oBaTeneM, UMEKLWMUM npaBa agMUHU-
cTpaTopa 3ameHeHbl He ByayT. [ins npuMeHeHUst Bcex HaCTPOEK HaCTPOEYHOro haina nepes UMNopTOM
KoHuMrypaumum 3anyctute TLSKINEHT OT MEHM agMUHKUCTpaTOopa.

MacTtep ycTtaHoBKU TLS-KIMeHTa npeaocTtaBnseT BO3MOXHOCTb MCMOIb30BaHUS Ha-
cTpoeyHoro danna gnsa obneryeHms HacTponkm pabotbl MO. Ansg 3Toro nonyynTte oT
aAMMHUCTpaTopa 6e30MacHOCTM HaCTPOeYHbI (ais, COXpaHUTE ero Ha CBOEM JloKasb-
HOM KOMMbIOTEPE N YKaXXMTe B HaCTpoKax Macrepa yCTaHoOBKWM TLS-kamMeHTa nyTb K
€ro MecTy pacrnosioXXeHus.

BHumaHme! Vcnonb3oBaHue HactpoeuHoro chaitna npu ycraHoske MO TLS-KnueHTa BO3MOXHO WC-
KMiouMTENBHO B pamkax oaHom Bepcun CK3W.

HayHeTcs npouecc ycraHoBKM M MHMUManu3auum MO. HacTpolikun, yKkasaHHble B Ha-
cTpoeyHoM cdhaiine, BCTYMNAT B CUYy Npy NepBOM 3anycke TLS-kveHTa.

MpuMep HacTpoeyHoro daina NpuBeaeH B NPUIOKEHUN Ha cTp.47.

Ana akcnopTta koHdurypauum TLS-knneHTa:

1. [llepenanTe B MEHIO HACTpoek B pasaen "YnpasneHue KoHpurypaumen" mn Bbibe-
puTe onuuio "IKCnopTupoBaTb KOHMUrypauuw".

OTkpoeTcsa okHO npoBogHmka OC Windows.

2. YKaXWUTe MecTo XpaHeHus 1 Ha3BaHue daina apxmea U HaxMuTe kKHonky "Coxpa-
HUTBL".

MosBnTCca coobuieHme 06 ycnewHom 3aBepLleHnm akcnopra.

3. Haxmute kHonky "OK", utobbl BepHyTbCs B pa3gen "YnpaBnieHue KOH-
durypaumnein".

Ana nMmnopra koHdurypaumm TLS-knmneHTa:

1. [lleperignte B MEHIO HACTpoeK B pasaen "YnpasneHue KoHdurypaumen" mn Bbibe-
puTe onuwuto "MiIMnopTupoBaTb KOHMUrypaunio".

MosBuTCSa cooblieHne o TOM, 4YTO 3anyCK nMnopTta KOHCbVIpraLI,MM NpUBEAET K U3-
MEHEHWNIO TEKYLLNX HACTPOEK, N 3anpoC NoATBEPXXAEHUA onepaunn.

2. [na oTMeHbl MMnopTa KoHdUrypauum n Bo3BpaTa B pasgen "YnpaBneHue KOH-
durypaumein" HaxxmuTe KHornky "HeT". B NpoTMBHOM Crly4yae nepenamte Kk n. 3.

3. [ns npoao/mKkeHus uMnopTa KOHMUrypaumm HaxmMmTe KHonky "Ada".
OTkpoeTcsa okHO npoBogHmka OC Windows.

4. BbibepuTe HYXHbI KOHPUIYpPaUMOHHbIN dann n HaxxMuTe KHonky "OTKpbITb".
MosiBnTCs coobuweHme 06 ycnewHoM 3aBepLUeHUN UMNopTa.

5. Haxmute kHonky "OK", uTobbl BepHyTbCca B pasgen "YnpaBneHue KOH-
Gurypaumen".

HacTtpoiiku o6HoBneHUs

HacTpouku o6HoBnenuna NO

TLS-KNMEHT MO3BOMSIET aBTOMAaTUYECKM MPOBEpPSTb Hannume obHoeneHui MO, xpa-
HAWKMXCA Ha TLS-cepBepe, a TakXe CKauMBaTb M MPOM3BOAUTbL WUHCTaNAAUMIO Mo
3anpocy nosib30BaTesns.

BHumaHue! [ins ynpaBnexus HacTpoiikamn 0BHOBMEHUS U PYYHOI NpoBepKKU 0BHOBNEHUs TpebyeTcs
3anycTuTb TLS-KNMeHT OT UMEHU agMUHUCTpaTopa.

Ansa HacTpoitkn o6HoBneHus NO:
1. BbibepuTe B MeHto HacTpoek TLS-knmeHTa nyHKT "O6bHoBneHns".
OTKpoeTCs CNMCOK HacTpoeK:
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ObHoBNEHWA

ABTOMATHUECKM NPOBEPATE HANWUME AKTYaNEHEIX 0BHOENEHW MO

+| AETOMATWUECKW MPOEEQATE HANMUKME OOHOENEHWIA CMWCKE PECypCoE

Appec cepeepa obHoBnenwid M0

PyuHoe oBroBnenue NQ

MPOEEPHTL

Pyuroe o6HoBASHWE CIMCKa PECYPCOB

MPOBEPHUTH

JdononHWTenbHbIE HACTPORKK

WMIHTEpESN Mexdy NpoBepKaMu (Jac.): 1

Tafim-ayT CoeaMHEHUA (Cek. ) 120

KonuuecTBo NONLITOK 38rpy3KM: 3

Manka 4N\ 2arpy2Ki 00OHOBASHMWIA; Chilsers\AdminmAppDatatRoarr -

CoxpaHuTe CTMEHUTE

2. [nsa HacTpoiku napaMeTpos 06HOBNEHUSA:

e BeauTte nMs cepsepa 06HOBNEHUN.

MpumeyaHue. Harmune o6HOBNEHNI MOXET NpoBepUTL NGO Nonb3oBaTENb, ANs 3arpy3ku
obHoBneHuit TpebyeTca ayTeHTUdMKaLUMA No cepTudmkaTy, a Ang WX YCTaHOBKM — mpaBsa
noKansHoro agMuUHUCTpaTopa.

e [1nA NpUHYAUTENbHOW MPOBEPKW HanN4nMs OOBHOBAEHWUI HaXMUTE KHOMKY
"MpoBepuTb".

e [py HEO6XOAMMOCTM MPONULIMTE NapaMeTpbl aBTOMaTUYECKOro O6HOBNEHUS
B NoApasaene A0NONHUTENbHbIX HacTpPOeK.

3. [ns3aBepllieHns HacTpPoONKKM HaxMuTe KHonky "CoxpaHuTb".

O6HoBNeHuMe cnucka pecypcoB Ha TLS-cepBepax

TLS-KIMEeHT NO3BONSIET NMPOBEPSATb Hanuune obHOBNEHMIA peCypcoB cepeepa, C KOTOo-
pbIM HaCTPOEHO COeANHEHME.

Ana HacTpoiikn o6HOBNIEeHUNA pecypcoB cepBepa:

1. BbibepuTe B MeHt0 HacTpoek TLS-knmneHTa nyHKT "O6HoBneHus".

OTKpoeTcs cnucok HacTpoek. OTMeTka B Mnosie "ABTOMaTUYECKM MPOBEPSTb Ha-
nnyne obHOBNEHUIA CNMCKa pecypcoB" yCTaHOB/IEHA MO YMOTYAHUIO.
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MpumeyaHue. Movick Hanuuns 0GHOBIIEHUS NPOBOAUTCS NPU KaXa0M 3anycke rpadpuieckoro HTep-
(belica nonb3oBarens.

O nopsake nonyyeHnsi 0GHOBIIEHWA NPY aBTOMATUHECKOM MONY4EHUM 0GHOBIIEHUIA CUCKA PECYPCOB
cepsepa cm. cTp. 30.

2. Tpy HeobXxoAMMOCTW MPOBECTU MPUHYAUTENbHYIO MPOBEPKY HAXMUTE KHOMKY
"MpoBepnTb" Ans py4yHOro o6HOBAEHMS CNNCKa PECYPCOB.

Ecnun obHoBneHns He 6bini 0bHapyXXeHbl, Ha 3KpaHe NOSBUTCHA COOTBETCTBYOLLEe
coobuweHune. Mpn Hanuunm obHOBNEHNN NOSABUTCS coobLieHne 0 Hanmumm obHOB-
NIeHNN KOHUrypaumu.

3. HaxmMuTe Ha coobLlieHue.

BHumanume! Ecniv Heobxoa1mo oTMEHUTL 0BHOBIEHME, HAXMUTE X,

Ha skpaHe nosasuTcsa okHo Bbibopa cepTudurkaTa.
4. BbibepuTte Tpebyemblii cepTuduKaT n HaXxxMmTe KHonky "OK".

BHuMaHue! Ecnu B crincke CoeaMHeHNI ykasaH OuH CepBep, Ans KOTOpOro GyayT BbIMOMHATLCS NPO-
BEPKM Cri1cka pecypcoB, TO B OCHOBHbIX HACTPOiiKax MOXHO BblGpaTh cepTudMKaT Nonb3oBaTens no
ymMonuaHuto. Ecnu B criucke COEAMHEHWA HECKONMbKO CEPBEPOB W [NS KakK[oro HEeobXOmuM MH-
LVMBUAYyanbHbIA CepTUGUKAT, NPUMEHSATH JaHHYI0 ONUMI0 He pekomerayeTcs. Mpn Hannuum o6GHOB-
NeHuii credyeT BbiGUpaTh U3 CriMcka MHAMBUMAYamNbHbIA CepTUGMKAT ANs KaXaoro cepeepa.

Ha oskpaHe nosBMTCA OKHO Ans BBOAA Napons Ans [oCcTyna K Kpun-
TorpapnyeckoMy KOHTEMHEpY, eCc/iM Npu Cco34aHMM KOHTelHepa He 6blna Bbl-
6paHa onunsa "3anoOMHUTbL Naposnb".

5. BeauTe naposb un HaxmmTe KHonky "OK".

Mocne yaauyHoro o6HOBNEHUS HA 3KpaHe NOSBUTCSA COOBLEHNE O TOM, YTO CIMCOK
pecypcoB cepBepa 06HoBseH. [TOCMOTpPETb ero MOXHO, Bbi6paB HYXHbIli cepBep B
CrNNCKe COeaAMHEHUN.

Ayaur

HacTtponkn ayamMTa no3BonsAOT ynpaBnsTb MOPSAKOM 3anmMcu CUCTEMHbBIX COBbITUA U
nor-cannos, a Takxe NpocMaTpmBaTb XypHasbl COBbITUI — KaK COXPaHEHHble Ha
JIOKanibHOM KOMMbIOTEPE N0b30BaTeNs, Tak N 3KCNOPTUPOBAHHbIE.

BHumaHme! [ins akTuBaLmm BO3MOXHOCTM NPOCMOTPA XypHasa cobbiTuid TpebyeTcs 3anyck TLS-knmeHTa
OT UMEHW agMUHUCTPaTopa.

[Ans npocMoTpa >KypHana cobbitnii:
1. BbibepuTe B MeHI0 HacTpoek B pasgen "Ayant".
OTKpoeTCcs BK1aAKa HAacCTpoeK napaMeTpoB ayamTa.
2. OtkponTe "XypHan".
OTkpoeTcsa cucteMHbii xypHan OC Windows.
3. BbibepuTe HYXXHbIN XXypHa.
Ha akpaHe NnosaBUTCSA CNUCOK COBbITUNA.

4. BblibepuTe HYXHYIO 3aMNUCb U B KOHTEKCTHOM MEHI0 Bbl6paHHOM 3anuMcu akTu-
BUpyMrTe komaHay "Ceoncrea".

Ha akpaHe nosiBUTCS OKHO, B KOTOPOM COAEPXNTCA nHdopMaums o cobbiTum.
C60p AnarHoCTn4yeckom nHpopmaLmmm NpomMcxoamT C MOMOLL b COOTBETCTBYIOLWLEN YTU-
NNTHI.
Ans n3MeHeHus NapaMeTpoB ayauTa:
1. BbibepuTe B MeHI0 HacTpoek pasgen "Ayant".
OTKpoeTCcs BKNagKa HacTpoek napaMeTpos ayauTa.

2. YcTaHOBMUTE pexuM paboTbl pacllMpeHHOro IOrMpoBaHus, NocTasmBe nx yépas oT-
METKY B COOTBETCTBYIOLLEM MOSIE.
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3. YcraHOBMTE pexwuM 3anucu noros paboyen ceccMm B CUCTEMHbIN XypHasn, no-
CTaBMB MM ybpaB OTMETKY B COOTBETCTBYIOLLLEM MOSIE.

4. HaxmuTte kHonky "CoxpaHutb".

MpumeyaHue. [locrne BKMIOYEHWS pexMMa pPacLUMPEHHOTO NOrMpoBaHus noTpebyetcs ne-
pe3arpysntb TLS-KnmneHT.

Ansa c6opa amarHocTnueckon nHpopMmaumu:

1. HaxmuTte kHonky "Myck" n Bbibepute B rnaBHoM MeHto OC Windows nyHKT "Bce
npunoxenus | Kog besonacHoctu | TLS-knmeHT | C60p AnarHocTnyeckomn nHop-
Maummn".

MosasuTca npegnoxeHmne 06 akcnopTe AnarHoOCTUYECKon MHbopMaunm.

ST e
{_-E,, ¥tunuta cBopa guardoctuyeckod MHgopmannn TLS-knnedTa X

-
{{gg} KOO EEZOMNACHOCTIA

[warHoctmyeckana MHOOpPMaUWA

Ana Bonee 4ETANLHON SWArHOCTKK TPEBYETCA
IKCNOPTUPOS3TE AN J3MNoE,

BxNHUMTE B 3KCNOPT Gainel 4amnoe

MpumeyaHue. [ins BknioyeHus B cbopky haiinioB 4amnoB NocTaBbTe OTMETKY B COOTBETCTBYHOLLEE
none.

MMpw BKMOYEHWM hannoB AamMMOB B SKCMOPTHbIA (hailn hopMMpoBaHKe 0T4YeTa 3aHMMaeT bonee npo-
[OIKUTENBHOE BPEMS.

2. Haxmute KkHonky "Dkcnopt".
Ha akpaHe nosaBuTCA OKHO AN1s paboThl € alifIoBOM CUCTEMOWN.

3. YKaxuTe Mecto xpaHeHUs n HasBaHue dalina apxmBa U HaxxMmTe KHonky "Coxpa-
HUTBL".

B cnyyae ycnewHoro coxpaHeHus daitfia nosiBUTCA COOTBETCTBYlOLLEE COO6-
LEeHMe.

BHelwHun Bug

Ana HacTpoiikn Buaa uHtepdeiica TLS-knuneHTa:
1. BbibepuTe B MEHIO HAacTpoeK NyHKT "BHewHui Bua".

B obnactv oTobpaxkeHus WHGOpMaLMUM OCHOBHOFO OKHA MNOSIBUTCA COOTBET-
CTBYIOLLMNIA CMMCOK HAaCTPOEK.

2. BbibepuTte TeMy odopMieHus.
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Jkcnnyaraumsa TLS-knueHTa

[ocTyn K 3alMLWeHHbIM pecypcam

Ana poctyna K 3aliMeHHOMY pecypcy:

BHumaHnme! Ecriv anst goctyna k 3alumieHHOMY pecypcy TpebyeTtcs ayTeHTudmKaumus no ceptudukary,
MOAKIOYNTE BHELLHUI HOCUTENb C KMIOYEBOM MHADOPMALIMEN.

1. 3anyctute Be6-6pay3ep (MM KOHCOMb NOAK/IOYEHNS K YAaNIlEHHOMY paboyeMy cTo-
Jly) M B aApeCHOW CTpOKe BBeAMTE aApec 3alMLLEHHOr0 pecypca.

Ons noaknoyeHns K 3allMLEHHbIM pecypcaM B Beb-6pay3epe pekomeHAayeTcs
ncnonb3oBaTb npotokon HTTP, HO AONYCTMMO TakKXe WMCMosb30BaTb MPOTOKON
HTTPS. MpoTtokon, ykasaHHbIA B 6pay3epe, He BAMSET Ha 3allMLEHHOe coeam-
HeHue Mexay TLS-K/IMEeHTOM 1 cepBepoM.

BHumaHue! Mpy ycTaHOBNEHHOM TyHHENe HeobxoanMo B BeG-0603peBaTene 3aaaBaTth TOT Xe Npo-
TOKOI, KOTOPbIiA UCTIONb3YETCS Ha 3alLuLeHHOM BeG-cepBepe.

Mpumep: https://172.20.20.7 nnm https://SRV nnn http://192.168.47.1:4444.

MpumeyaHue. B cnyyae 1cnonb3oBaHMs CETEBOTO MMEHM pecypca BMECTO ero agpeca Heobxoaumo
OCYLL,ECTBUTb COOTBETCTBYIOLL Y0 HacTpoiiky DNS-cepsepa nnu ainna hosts. Mocne BHeceHus nsmve-
HeHuI B haitn hosts Heobxogumo nepesanycTuTb npunoxeHue TLS-knueHTa.

Ecnu He ycTaHOBNEH cepTudumKaT no yMmonyaHuio (CM. n. 2 npoueaypbl HAaCTPOMKHM
napameTpoB TLS-knneHTa Ha cTp. 33), Ha 3KpaHe NMosiIBUTCS OKHO Bblbopa cepTu-
¢dukarta nonb3oBaTens.

Buibop coptudgukara
Brifepure cepTdUKaT ANA NOAKAKUEHHA K cepaepy 2.1.1.141 testers. local

JaneY2020

Buagam: RU, OPWT Kontunewt, Kog bezonacHocmw, CA-GOST-201
Aefcrevmenen go: 22.04.2021

JaneY2019
Q Bragar: RU, OPuT KontueesTt, Kog bezonackocms, CA-GOST-201:
AedcremTenen go: 22.11.2020

“ DTHEHQ

B avanore oTobpaxaeTcs CNCOK YCTaHOBMIEHHbIX CEPTUMUNKATOB.

2. BbibepuTe cepTudumkaT nosb3oBaTens u HaxmMmTe KHonky "OK".

3. Ecwm Ha 3sKkpaHe nosiBUTCA OKHO BBOAA Mapons [ocTyna K  KJ/4YeBOMY
KOHTEMHepy — BBeAMTE €ro n HaxxmmTte kHonky "OK".

MpumeyaHue. Ecnu TpeGyeTcs 3anoMHUTL Naponb JOCTyNa, YCTaHOBUTE OTMETKY B COOTBET-
CTBYIOLLEM NOTE.

Ounanor Boibopa cepTuduKaTa 3aKpoeTcs, U 6yaeT yCTaHOBMNEHO 3alyuleHHoe
coeMHeHWe C yKasaHHbIM PECypCoM.
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MpumeyaHue. Bo Bpemsi ceccun Hactpoiikn OC Windows unm camoro pecypca moryT notpebosatb
[OMONHNTENbHO BBECTU W NOTWH NONL30BATENS A4S JOCTYNa B MHTEPHET. B cnyyae nosiBneHns Ha ak-
paHe OKHa [Ansi BBEAEHMS NOTMHA W Napons SencTByinTe B COOTBETCTBUM C MONMTUKON MHGOPMa-
LIMOHHOI1 6e3onacHOCTM BaLLen KOMNaHuu.

Ecnn nonb3oBatens 5 pa3 noapsaa B TedeHue 10 MUHYT npeabsiBua  He-
DENCTBUTENbHLIN cepTuduKaT, ToO AOCTyn K cepBepy 3abnokmpyetcad Ha 10 MUHYT
(orpaHunyeHne peann3oBaHO Ha CTOPOHE CepBepa, ero NnapaMeTpbl HacTpanBaeMsbl ).

MpumeyaHue. Ecnn Ha TLS-cepBepe BKMOYEH pexum paboTbl 6€3 ayTeHTUdMKaLUK nonb3oBaTens, T
ANs [OCTYNa K 3aLLMLLEHHOMY PECYPCy MOMb30BATENI0 4OCTaTOYHO 3anyCcTUTh Beb-Opaysep u B aapecHoi
CTpOKe BBeCTM agpec Beb-pecypca.

KoHTponb uenoctHocTH

KL yctaHoBneHHoro MO ocyuwiecTBnsieTcs B Hayane pabotbl TLS-knneHTa, B Xoae pe-
rnaMeHTHbIX MPOBEPOK C MEPUOAMYHOCTBIO, 3aA4aHHON B HacTporikax YKL, a Takxe
BPY4YHY0, C noMoLbio YKL,

BHumaHue! [ins nameHeHust HacTpoek KOHTPONs LienocTHocTH TpebyeTcs 3anyck TLS-knMeHTa 0T UMEHH
afMMHMCTpaTOopa.

Ansa 3anycka YKL:

e Bbibepute B rnaBHoM MeHo OC Windows nyHKT "Bce npunoxeHus | Kog bBe-
3onacHoctn | KoHTponb uenoctHoctn TLS-knueHTa".

MpoBepka HauyHeTCA aBTOMaTUYECKUN, U Ha SKPaHe MNOSABMTCA OCHOBHOE OKHO YTU-
JINTbI C pe3y/IbTaTOM NMPOBEPKM.

.@. BrinoaHuTe KL .Q BrinonHute KU 3TanonHoro MO 2 MNepecunTaTe KOHTPOABHEIE CYMME

CMWCOK MOAYAEWN TLS-K/TMEHTA CMYCOK MOAYNEA OC

Hazeanue daiina

9

aTyc
CspAssistTlsUlLdll
CspCertTls.dll
LogCollectorTlsClient.exe
ReqgistrationTlsClient.exe
TlsClient.exe
GUlIntegrityController.exe
IntegrityController.exe
GostEngine.dll
CertificateChainVerification.dll
libssl-1_1-x64.dll
libcrypto-1_1-x64.dll
openssl.cnf

scCertlmRu.msc
MobyDickTestClient.exe
sciter.dll

Updatelnstaller.exe

CLLLL L0088 L8

MobyDickManagers.exs

[ANnA BbINO/IHEHUSI KOHTPO/A LLeIOCTHOCTU CUCTEMHbIX daiinoB MO TLS-knu-

eHTa:
e B ocHOBHOM okHe YKL| BbibepuTe Ha NaHEeM MHCTPYMEHTOB NYHKT "BbINOMHUTL
KL".
CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 42
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BbyaeTt BbinonHeHa nodannosas npoueaypa KOHTPOASA LEenoCTHOCTU CNMCKa MOAY -
nen TLS-knneHTa n OC. B xone ee BbINOSIHEHUS NPOBEPEHHbIE (hanbl Ha dKpaHe

6yZyT OTMeueHbl 3HakoM * . Mocne yCnelwHoro 3aBeplleHust NpoLeaypbl Ha 3K-
paHe nosaBuTCs cneaytollee MHHOPMaLMOHHOE OKHO:

KontuHeHT TLS-knnenT. KoHTponn
L4eNOCTHOCTH

lNpoeepka KL, EninonHeHa

Ecnun B xoae nposepku 6yaeTt obHapyxeHa ownbka KLU, HeBepHbI dain byaet oTMe-
yeH 3Hakom @ . inq ncrnipaeneHuns owmnbkun BocctaHosuTe MO 13 ancrpmbyTmea (CM.
crp. 11).

AnAa BbINONHEHUSI KOHTPONA LenoctHoctn ¢amnoB aucrpmbytusa NO TLS-
KJ/IMEeHTa:

1. BocHoBHOM okHe YKL| BbibepuTe Ha naHenn MHCTPYMEHTOB KOMaHAy "BbINonHUTL
KL, aTanoHHoro Mo".

Ha skpaHe NosIBUTCS OKHO OTKPbITUS KaTasnora AMCTpnbyTuBa.

2. YKaxuTe nyTb K parnam auctpnbyTtmea, Haxxas KHOMKY El
Bynetr BbinonHeHa nodarinoBas npoueaypa KOHTPOAS LEeNOCTHOCTM  Auc-
TpubyTmBa. lNocne ee ycnewHoOro 3aBeplleHUs Ha dKpaHe MOSIBUTCS COOTBET-
cTBytoLWee MHGHOPMaLMOHHOE OKHO.

[Ansa nepecueTta KOHTPOJZIbHbIX CYMM CUCTEMHbIX painnos OC Windows:

1. B ocHoBHOM okHe YKL| BbibepUTE Ha NaHeNN MHCTPYMEHTOB NYHKT "lMepecunTaTth
KOHTPOJIbHbIE CyMMbI".

Ha skpaHe NosABMTCA OKHO NoATBEPXAEHUS AENCTBUS.
2. Haxmute kHonky "[a".

ByneT BbinonHeH nodansioBbli NepecyeT KOHTPOSIbHbIX CYMM CMMCKa Moaynen
CK3W "KoHTuHeHT TLS-knmneHT" 1 OC. B xoade BbINO/HEHUS npoueaypbl Ha 3K-

paHe 6yAyT oTMeuaTbCsl 3HakoM ~ cooTBeTCTBYloLWMe daitnbl. Mocne ee ycneww-
HOro 3aBepLUEHUS Ha SKpaHe NoABUTCA MHQOPMaLMOHHOE OKHO.

X

KoHTWHeHT TLS-knwnenT. KoHTponb

o LEeNOCTHOCTH

OBHOENEHWE KOHTROABHBIX CyRM
EbINCAHEHO

[ANnAa HacTpoikn pacnucaHus perfiaMeHTHbIX NPoBepoK:

1. B ocHoBHOM okHe YKL BbibepuTe B r1aBHOM MEHIO MYHKT Bbl30Ba HAaCTPOeK .

BHumaHwue! [ins uameHeHns pacnucaHus pernamMeHTHbIX npoBepok TpebyeTcs 3anyck YKL oT umeHu
agMuHMCTpaTopa.

Ha SKpaHe NosaBUTCA TEKYLLEE paCcnMCaHNe pernaMeHTHbIX MPOBEPOK.
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PykoBOACTBO NO 3KCniyatauum



© KOMNAHMA "KOA BE3OMACHOCTK"

Pacnucanue NpOBEpPOK KOHTPONA LLeNOCTHOCTHU

Hauano B ‘0 | u. ‘0 | MHH.

Auv Hepenn:

DTMQH"‘Th

B EHer B By B BEcee [Hee

YKkaxxute BpeMsi u IHW, B KOTOPbIE HY>XHO NMPOBOANTb persiaMeHTHbIe NMPOBEPKY.

HaxmunTe kHonky "CoxpaHuTtb".

Byaet BbinosHeHO naMeHeHue HacTpoek YKL, nocne yero Ha aKpaHe nossBUTCA

COOTBETCTBYIOLEe NHDOPMALMOHHOE OKHO.
HaxmnTe kHonky "OK".

Mo ymonuaHutio YHKLMSA KOHTPONS YCTAHOBIEHHOrO Ha KOMMbIOTEPE MOJb30-
Batens MO oTko4deHa. YTUIMTa akKTUBUPYETCS, eciM Toro TpebyeT nonuMTuka

MHGOPMaLMOHHOM 6e30nacHOCTN opraHu3aumun.

ANna KOHTPONA YCTaHOBJIEHHOro nporpamMmmHoro o6ecneueHusa:

1. B ocHoBHOM OkHe YKL, BbibepuTe B rmaBHOM MEHIO MYHKT Bbl30Ba MOAYTUAUTbI

Ha akpaHe nosBMTCS OKHO HAaCTpPOeK KOHTPOsIS ycTaHoBAeHHoro MO.

(= Kewtpons ussocrrocti TLS-kmsent

KDHTPD.I"IE YCTAHOBNEHHOND NPOTrpaMMHOro obecnevaHma

MposE80aNTE KOHTPONE YCTAHOBENEHHOND NPCIPaMMHOTD oheCnedeHiR

Cnucox nporpasmnore obecneuenna;

MNperpammres odecneueHne
Secret Met Studio pepcvi 8.4 W HoBee
MaK =Cofone= g2pouu 3.0 ¥ HOBEE

AnTHenpyosoe MO

Cotroanme
X
x
X

Npesepra
o
[
]

AKTUBMPYUTE KOHTPOJSIb YyCTaHoBfeHHoro MO, nocTaBMB OTMETKY B COOTBET-

CTBYIOLLEM Mone.
OTtMeTbTe B cnucke MO, nognexatliee npoBepke.

BHumaHwue! Ytobbl nobasuTs M0 B cnncok, ykaxute ero B daitne Hactpoek YKL, ns no6aenenus
MO Heobxoanmo 3anyctutb TLS-KNMEHT 0T UMeHM agMuHKCTpaTopa. MNocne gobasnexuns MO B aiin

HaCTPOEK OHO NOABUTCA B CMUCKE.
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MpunoxeHue

Tpe6oBaHusa Kk ceptTucpmkaTam
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YcTaHaBMBaeEMbIe CEPBEPHbIN cepTUdUKaT U cepTUdMKAT Nosb3oBaTens A0/MKHbI
WUMETb OMNpeaesnieHHY0 CTPYKTYpY U 0TBeuaTb psaay TpeboBaHuiA.

CTpyKTypa 1 coaepxaHue cepBepHoro ceptTudumkara

[na nonydyeHnsa cepBepHOro CepTM(bMKaTa AAMUHUNCTPATOP A0J/DKEH CCbOpMMpOBaTb
3anpoc n OoTnpaBnTb €ro B y,CI,OCTOBepFHOLIJ,Mﬁ ueHTp. NapameTpbl 3anpalivBaeMoro
cemech KaTa NnpeaBapuTesibHO HACTpPOEHbl U NOACTAaBAKTCA aBTOMAaTUYECKN NMpU CO3-
AaHWW 3anpoca.

BHumaHue! Mposepkoit akTyanbHOCTY CEpBEPHOTO cepTUdMKaTa 3aHUMAETCS KIUEHT.

B Tabnuue Huxe npuBeaeHbl 06LiMe XapaKTepuCTUKN CBOMCTB CEpPBEpPHOro cepTu-

dukara.

Ta6n.1 CTpykTypa n coaep>xaHue cepBepHoro ceprtucgpumkara

N2 n/n MapameTp OnucaHue 3HauyeHue
BasoBble nonsa ceptndurkara
1.1 Version Bepcusa V3
1.2 Serial Number CepuiiHbIi HOMep YHWKanbHbIN CEPUNHBIN HOMEP
ceptudukara
1.3 Signature Anroput™m noanucu OCT P 34.10-2012
Algorithm
1.4 Issuer N3patenb ceptudukara, CN = Nms ueHTpa cepTudunkaumnm.
MocTaBwmk O = OpraHusaums.
C = CrpaHa/PervoH.
E = SnekTpoHHas nouta
1.5 Valid from Cpok aencrsus [OencTButeneH c: A4.MM.ITTT
ceptudmkaTa yy:MM:cc GMT
1.6 Valid to Cpok aencreuns [encTteutenen no: A4.MM.Irrr
cepTndurkaTa yy:Mm:cc GMT
1.7 Subject Bnapeney ceptudukarta CN = Wmsa cepsepa.
OU = lMNogpa3aenexHune.
O = OpraHusauyus.
C = CrpaHa/PervioH (3apaetcs
ABYMSI NATUHCKMMKM 6yKBaMn).
E = SnekTpoHHas nouta
1.8 Public Key OTKpPbITbIA KSTHOY OTKpbITbIV K/THOY B COOTBETCTBUM C
anroputmMom FOCT P 34.10-2012
(512 Bits)
JononHeHus ceptndurkata
2.1 Basic OCHOBHbIe OrpaHnyeHmns Tun cybbekTa=KoHeuYHbIn
Constraints cyb6bekT.
OrpaHuyeHuve Ha ANNHY
nyTU=0TCYyTCTBYET
2.2 Key Usage Ncnonb3oBaHue Knoya CornacoBaHue Kno4a nim
umdposas nognuch
2.3 Extended Key YnyJlleHHbIN KoY [poBepka NoA/IMHHOCTW cepBepa
Usage (1.3.6.1.5.5.7.3.1)
2.4 CRL Distribution | Touka pacnpoctpaHeHusi | URL=http://www.test.ru/test.crl
Point CMUCKa 0TO3BaHHbIX
cepTndurkaTos

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2
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CTpykTypa u cogepxaHue ceptucmkaTa nonb3oBaTens

BannaHocTb cepTudukaTa Nonb30BaTeNs NPOBEPSETCS CEPBEPOM.
B Tabnuue Hnxe npuBeaeHbl obLmne XxapakTepucTnkm CBOMCTB cepTudmKaTa nonb30-

BaTend.

Tabn.2 CtpykTtypa u coaep>kaHue ceptudukarta nosb3oBartens

N2 n/n Mapamerp OnucaHue 3HayeHue
BazoBble nons ceptndumkarta
1.1 Version Bepcus V3
1.2 Serial Number CepuitHbI HOMEp YHMKanbHbIA CEPUNHbBIA HOMEpP
ceptTudukarta
1.3 Signature AnropuT™ noanuncu FOCT P34.10-2012
Algorithm
1.4 Issuer M3patenb ceptudmkaTta, | CN = NIMs LueHTpa cepTudukaumu.
MocTaBmk O = OpraHusauus.
C = CrpaHa/PervoH.
E = SnekTpoHHas rnoyta
1.5 Valid from Cpok pgencrtseums [enictBuTteneH c: 44.MM.ITrr
cepTudmkaTa yy:Mm:cc GMT
1.6 Valid to Cpok aencreus [OenctButeneH no: A4.MM.ITrr
cepTndmkaTa yy:mm:cc GMT
1.7 Subject Bnapeneu ceptudukara | CN = OUO.
OU = MNoapasaeneHue.
O = OpraHusauyus.
C = CrpaHa/PervoH (3agaetcs
ABYMSI NATUHCKMMK 6yKkBamMn).
E = SnekTpoHHas rnouta
1.8 Public Key OTKpbITbIN K04 OTKpbITbIN KHOY B COOTBETCTBUU C
anroputmMom FOCT P 34.10-2012
(512 Bits)
JononHeHus ceptndurkata
2.1 Basic Constraints | OcHoBHble orpaHnyeHns | Tun cybbekta=KoHeuYHbI
cyb6beKT.
OrpaHuyeHune Ha ANNHY
nNyTU=0TCYTCTBYET
2.2 Key Usage Mcnonb3oBaHume kntoya | CornlacoBaHme Koya, unm
umdposast NoANUCL, NN
3awmndpoBaHne KtYa
2.3 Extended Key YNnyuJlleHHbI Koy lMpoBepka NoA/IMHHOCTM cepBepa
Usage (1.3.6.1.5.5.7.3.1)
2.4 CRL Distribution Touka URL=http://www.test.ru/test.crl
Point pacnpocTpaHeHus
CMnCKa 0TO3BaHHbIX
cepTudmkaToB

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2
PykoBOACTBO NO 3KCniyatauum

Mpwn paboTe co CTOpOHHMMKU NpoBangepamn TLS-kKNMeHT noaaep>xmBaeTt paboTy ToNb-
KO C K/o4YaMu, Co3gaHHbIMKM C MUCNOfb3oBaHMeEM napameTpoB 1.2.643.2.2.35.1,
1.2.643.2.2.35.2,1.2.643.2.2.35.3,1.2.643.2.2.36.0, 1.2.643.2.2.36.1. na npo-
BEPKW BanMAHOCTM cepTuUdmKaTa OTKPOMTE Anasnor NpocMoTpa CBONCTB cepTudurkara.
MepengnTe Ha Bknaaky "CocraB" v BbibepnTe none "lMapaMeTpbl OTKPbLITOroO Kaoua".
YbeanTtecb, UTO BOCbMOW 1 AEBATLIN 6aliTbl CneBa UMeKT 3HadeHue "02".
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@i CepTudmkar

MNokKazaTe:

Obwmwe COCTEE  [yTh CEPTHHMKALMM

pod

<Bee= W
Mone 3HEYEHME 2
DMsnaTenb MONOBHOM YO OCTOBEPAILLME ...
D,D,EHHBMTEHEH c 4man 2017 r. 11:45:00
D,ﬂ,eﬁv_—rBMTenEH no 4man 2027 r. 11:45:00
BC\;E]:.EKT YL, QNP no Kany#okoi ofn...
DOqu:ublTblﬁ KoM 1.2.643.2.2.19 (0 Bits)
DHEDEMETDI:I oTKpbITOro kn... 30120607 2385030202 23...
gI]HDHMTMKMEEpTM¢MKaTa [1]NomuTika cepTrdukaTai...
4 2 847 1nm 114 fir Ni- 5A &3 BN 4= AG 74 90 47 w

30 12 06 07 2a 85 03{02 02 23 01 06 07 2a 85 03 02 02 1e 01

KonuposaTe & dakn...

Ecnv 3HaueHus He coBnagaeT, co3gavTe 3ampoc Ha Apyron ceptudukat uam no-
Jly4nTe HOBbI CEPTUdUKAT N3 BHELIHUX UCTOYHUKOB.

Mpumep HacTpoeyHoro channa

{

"GlobalConfig": ({
"configVersion": 1,
"transparentMode": true,
"tunnelingApplicationNotification":
"updaterConfig": ({
"autoCheckConfigUpdates": true,
"autoCheckSoftUpdates": false,
"downloadTimeout": 120,
"numberOfAttempts": 3,
"updateDirectory":
"C:\\Users\\User\\AppData\\Roaming\\ContinentTLSClient",
"updateHost": "",

"updatePeriod": 1

}

b,

"PublicConfig": {

"configVersion": 1,

"loggingConfig": {

"fileLogMaxSize": 3145728,

"fileLoggingDirectory":
"C:\\Users\\Public\\ContinentTLSClient\\",
"fileLoggingEnabled": true,

"logLevel": 2,
"sessionlLogsEnabled":

b,

true,

true

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2
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"servers": [

{

"host": "172.17.117.121",
"isConfigActual": true,
"name": "172.17.117.121",
"tlsServerId": 6

}

]I

"tlsProtocolCode": "1 0 OR 1 2"
}I
"RegistrationNumberConfig": ({
"configVersion": 1,
"registrationNumber": ""

}I

"RegistrationUserInfo": {

© KOMNAHMA "KOO BE3OMNACHOCTN"

"city": "Mockea",

"configVersion": 1,

"department": "Orgmen",

"email": "primerQ@primer.ru",
"firstName": "Ums",

"host": "registration.securitycode.ru",
"lastName": "®ammians",

"middleName": "OruecTBO",
"organization": "Kom BesomacrHocTu",
"protectionClass": "kcl"

}I

"RegistryConfig": {
"runAtStartup": false,
"uriRegistered": false

}I

"UserConfig": {
"certWarnExpirationDays": 14,

"checkServerCertFingerprint": false,

"configVersion": 1,
"crlAutoUpdate": true,
"crlNextUpdateExpirationDays": O,
"crlUpdatePeriod": 12,

"defaultCertificateSerial": "20 9f ec 1d 00 00 00 00 05
"defaultCertificateSubject": "user2-2012",

"externalProxyConfig": ({
"authMethod": "Auto",
"exceptions": "",

"host": "proxy.ru",

"port": 5555,

"useProxy": false,
"useWinSessionCredentials": false
}I

"importCertRequested": true,
"lowSecurityMode": false,
"performMobyDickTest": false,
"proxyPort": 15197,
"resources": [

{

"host": "tls.srv.testers.local",

"hostForHandshake": "tls.srv.testers

"id": 8,

"isStartPage": false,

"name": "tls.srv.testers.local",
"tlsServerId": O

b,

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2
PykoBOACTBO NO 3KCniyatauum

.local",

2b",

48



© KOMMAHMA "KOA BE3OMACHOCTK"

{
"host": "reg.2012.testers.local",

"hostForHandshake": "reg.2012.testers.local",
"id": 12,

"isStartPage": false,

"name": "reg.2012.testers.local",
"tlsServerId": O

b,

{
"host": "192.168.100.199",

"hostForHandshake": "192.168.100.199",
"id": 18,

"isStartPage": false,

"name": "192.168.100.199",
"tlsServerId": 0

b,

{
"host": "c.2012.testers.local",

"hostForHandshake": "c.2012.testers.local",
"id": 19,

"isStartPage": false,

"name": "c.2012.testers.local",
"tlsServerId": 6

b,

{
"host": "a.2012.testers.local",

"hostForHandshake": "a.2012.testers.local",
"id": 20,

"isStartPage": false,

"name": "a.2012.testers.local",
"tlsServerId": 6

}I

{
"host": "192.168.100.119",

"hostForHandshake": "192.168.100.119",
"id": 21,

"isStartPage": false,

"name": "192.168.100.119",
"tlsServerId": 6

b,

{

"host": "172.17.116.176",
"hostForHandshake": "172.17.116.176",
"id": 22,

"isStartPage": false,
"name": "172.17.116.176",
"tlsServerId": 6

},

{
"host": "startpage.2012.testers.local",

"hostForHandshake": "startpage.2012.testers.local”,
"id": 23,

"isStartPage": false,

"name": "startpage.2012.testers.local",
"tlsServerId": 6

}

] 4

"tunnels": [

{

"host": "tl.tun.testers.local",

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 49
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"hostForHandshake": "tl.tun.testers.local",
"id": 1,

"isStartPage": false,

"localPort": 2000,

"name": "tl.tun.testers.local",
"remotePort": 3389,

"tlsServerId": 6

b,

{

"host": "t2.tun.testers.local",
"hostForHandshake": "t2.tun.testers.local",
"id": 2,

"isStartPage": false,
"localPort": 2001,

"name": "t2.tun.testers.local",
"remotePort": 3390,
"tlsServerId": 6

b,

{

"host": "t3.tun.testers.local",
"hostForHandshake": "t3.tun.testers.local",
"id": 3,

"isStartPage": false,
"localPort": 2002,

"name": "t3.tun.testers.local",
"remotePort": 3391,
"tlsServerId": 6

}

]I

"uiConfig": {

"runMinimized": false,
"uiTheme": "light-theme"

}I

"updateUserInfo": [

{

"hashConfig": "39c747acld6abcee0798c3e93b194bd7d50ed490",
"tlsServerId": 6,
"updateCertName": "user2-2012"
}

]I

"useAutoProxyIEConfig": false,
"useCrl": true

}

}

Cnuncok perucTpmpyemMbiX cOObITUN

Huke npuBeseH CNMCOK COBbITUI, CBSA3aHHbIX C paboToi TLS-kAMeHTa U peru-
CTpupyeMbix B xypHane OC Windows. [1nsi npocMoTpa 3aperncTpupoBaHHbiX COBbITUM
nonb3oBaTe/lb AO/MKEH BXOAWTb B rPynny JOKajbHbIX aAMWUHUCTPATOPOB KOM-
nbtoTepa.

CobbiTne

MpoaykT: KOHTUHEHT TLS-kNAMeHT -- YcTaHoBKa 3aBeplLueHa yCrneLwHo

MpoaykT: KOHTUHEHT TLS-KNMeHT -- YaaneHne 3aBepLueHo yCnewHo

OcylecTsrneH 3anyck TLS-knneHTa

TLS-KNMEHT OCTaHOBNEH

Mpownsowna cncremHas owmnbka: YocoobieHne%

CK3W "KoHTuHeHT TLS-knmeHT". Bepcnsa 2 50
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*YCcTaHOBNEHO coeMHeHNE C 3aluMLLEHHbIM pecypcoM: %unMs pecypca%

*Pa3opBaHO coeAMHEHME C 3alMLLEHHBIM pecypcoM: %ums pecypca%

3awWwmLLeHHbIN cepBep He npollen ayTeHTudukauuto. NMpuunHa Y%enpuumHa%

CepBep oTKaszan B ayTeHTMduMKaumm

CepBep pa3opBsas CoOeaMHeEHVE Ha dTane ayTeHTUbuKauum

NHuumnanmnsaumnsa npouenypbl NpoBepKu LLeNoCTHOCTHN daliios BbiMONHEHa ycnewHo. Konum-
YeCTBO KOHTPONMpyeMbiX pannos: %umncno%

Owmnbka MHUuManmsaumm npoueaypbl NpoOBEPKN LenoCcTHOCTU dannos. Tpebyercs nepe-
ycTtaHoBka TLS-knuneHTa

MpoBepKa LefoCTHOCTY (haitfioB BbiMOIHEHA YCMELWHO

HapyweHa uenoctHocTb darnos. Co3gaHne HOBbIX CECCUIM 3arnpeLueHo

BbinonHeH nepepacyeT KOHTPONbHOW CyMMbl darina %unmsa_darna%

Ceptndukar cepepa AobasneH B xpaHunuuie. Kem BbigaH: %unmsi%. KoMy BbliaaH: %nma.
CepuiiHbIi HoMep: Y%HoMep %

Ceptudwukar cepepa 6bin yaaneH. Kem BbigaH: %umMa%. KoMy BbligaH: %nMs%. CepuiiHbin
Homep: %HoMep %

[JobaBneHune 3awmeHHoro pecypca: %uma%

YaaneHue 3awmiieHHoro pecypca: %unma%

CRL umnopTmMpoBaH B cuctemy. Mspgartens: %nma%

MpumeyaHue. CobbIThsi C CUMBONOM * PEFUCTPUPYIOTCS TOMBKO NP BKIKOYEHHON oM "3anmncbiBaTh J10-
M CECCUM B CUCTEMHbI XXypHan" B HACTpOMKax ayaumTa.

CK3U "KoHTUHEHT TLS-knmeHT". Bepcus 2 51
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